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1. Introduction

7Kis SaSer will IocXs on Kow tKe (XroSean Union deals witK transIers oI  
Sersonal data to non-(U 6tates� tKe reJXlation oI  wKicK aiPs at EalancinJ 
two conÁictinJ interests� on tKe one Kand� tKe need to IavoXr cross-Eorder 
data Áows� in order to Ioster tKe e[Sansion oI  international trade� on tKe 
otKer� tKe need to Srotect Sersonal data and Srivacy Ey liPitinJ tKose saPe 
transfers. 
)irst oI  all� it will Ee KiJKliJKted tKat tKe cXrrent (U internal leJal Ira-
Pework concerninJ Sersonal data Áows to tKird coXntries ² as desiJned in 
5eJXlation ((U) �������� (*'35)� as interSreted Ey tKe &oXrt oI  -Xstice 
oI  tKe (XroSean Union (&-(U) and as iPSlePented Ey tKe (U &oPPis-
sion ² Jives clear Sriority to tKe IXndaPental riJKts to Srivacy and to tKe 
Srotection oI  Sersonal data�

* /·articolo q stato sottoSosto� in conIorPità al reJolaPento della 5ivista� a reIeraJJio ´a 
doSSio ciecoµ�
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*iven tKe aEove� tKe contriEXtion deals witK a sSecific researcK TXestion� 
wKetKer certain international coPPitPents Pade Ey tKe (U in tKe field 
of  trade law – some concerning in general the liberalisation of  trade in 
services� soPe otKers devoted Pore sSecifically to data Áows ² are consi-
stent or not with the balance designed by the abovementioned EU internal 
legal framework. 
It can be anticipated that the answer to the question above will be negative. 
,t will Ee KiJKliJKted tKat tKe rXles EindinJ tKe (U in tKe field oI  interna-
tional trade law give clear priority to the need to transfer data: in order to 
IavoXr tKe latter� tKe Union Pade several data Áows coPPitPents� coXn-
terbalanced by data protection provisions whose scope and effectiveness 
are at least questionable. This might create issues of  consistency with the 
approach of  the EU internal legal framework.
Therefore, it will be necessary to analyse the consequences of  the diver-
gence between the two approaches, and whether one can affect the other. 
In particular, it will be demonstrated that the approach of  EU trade com-
mitments seriously risks undermining the one of  the EU internal legal fra-
mework. Indeed, since at international level trade agreements have strong 
enIorcePent PecKanisPs� tKis creates a siJnificant risk oI  a de Iacto sX-
premacy of  trade law over human rights law: fearing the consequences 
of  such mechanisms, several institutional players could be induced not to 
liPit Sersonal data Áows� at tKe e[Sense oI  data Srotection�
At this point, the investigation will proceed step by step, beginning with 
the underlying premises. In particular, it must be preliminary remembered 
that, as part of  the ongoing digital transformation of  the world economy, 
the use of  data is becoming increasingly valuable to all kinds of  busines-
ses: not only to «data-enabled» ones1�  sXcK as EiJ tecK firPs2, but also 
to traditional industries3� defined as ©data-enKanced EXsinessesª4. We are 
witnessing a true «data economy», that it is growing every year and worl-
dwide5.
$ key reality oI  a siPilar JloEal econoPy is tKat a siJnificant sKare oI  

1  OECD, Measuring the Economic Value of  Data and Cross-Border Data Flows. A Business 
Perspective, OECD Digital Economy Papers No. 297, Paris, 2020, 9-11.
2  See for instance: J.C.M. De Bustos-J. Izquierdo-Castillo, Who will control the media? The 
impact of  GAFAM on the media industries in the digital economy, in Revista Latina de Comunicación 
Social, 74, 2019, 803 ss., at 812.
3  See for instance: R.D. Atkinson, International Data Flows: Promoting Digital Trade in the 
21st Century, Testimony Before the U.S. House Judiciary Committee – Subcommittee on Courts, 
Intellectual Property and the Internet, 2015, 5.
4  See for instance: G. Magalhaes-C. Roseira, Open government data and the private sector: An 
empirical view on business models and value creation, in Government Information Quarterly, 37(3), 
2020, 1 ss.
5  See for instance: Communication from the Commission to the European Parliament, 
the Council, the European Economic and Social Committee and the Committee of  the 
5eJions� BXildinJ a (XroSean 'ata (conoPy� �� -anXary ����� &OM (����) � final� 
See also: European Commission, The European Data Market Monitoring Tool – Key Facts & 
Figures, First Policy Conclusions, Data Landscape and Quantified Stories – D2.9 Final Study Report, 
2020; European Commission, Data Market Study 2021-2023 – D2.4 Second Report on Facts 
and Figures, 2023; European Commission, The European Data Market Study 2024-2026 - D1 
Inception Report, 2024.
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such data needs to move freely, not only within States, but also across 
Eorders� 7ransEorder Áows oI  data� indeed� ErinJ incrediEle Eenefits to 
enterprises6, since they are of  remarkable importance both in terms of  vo-
lume7 and, above all, of  economic value8� 'ata Áows� Poreover� will Jrow 
exponentially year after year, mainly due to the incessant development and 
diffusion of  new technologies9.
Flows can involve different typologies of  data. However, only personal 
data� i�e� inIorPation relatinJ to identified or identifiaEle natXral Sersons 
(“data subjects”), will be considered. Such choice is not random: on the 
one hand, personal data are extremely valuable for business activities (e.g. 
they allow companies to predict the behaviour of  individuals)10; on the 
other, since natural persons are concerned, processing and transferring 
such data risk affecting the rights to privacy and protection of  personal 
data.
The right to privacy, originally conceived in the US at the end of  the XIX 
century11, offers a “static”, “negative” kind of  protection: it only prevents 
others from interfering with one’s private life12. The more recent right 
to personal data protection, instead, offers a “dynamic”, “positive” kind 
of  protection, since it confers to the individual control and intervention 
powers which follow data in all their movements13. Both rights are enshri-
ned in the Charter of  Fundamental Rights of  the EU (CFREU), respecti-
vely in art. 7 and in art. 814� it is wortK clariIyinJ tKat tKe TXalification oI  
a right as “fundamental” implies particularly stringent conditions on its 
limitations, which must in any case respect its essence15.
$nyway� EotK riJKts can Ee MeoSardised Ey transEorder Áows oI  Sersonal 
data. This happens if  the recipient country provides to those rights a lower 

6  See for instance: V. Espinel, Executive Survey Shows the Benefits of  Data Innovation Across 
the Whole Economy, in BSA Tech Post, 2014; D. Castro-A. McQuinn, Cross-Border Data Flows 
Enable Growth in All Industries – Information Technology & Innovation Foundation, 2015.
7  See for instance: McKinsey Global Institute, Globalization in Transition: The Future of  
Trade and Value Chains – McKinsey&Company, 2019, 72.
8  See for instance: McKinsey Global Institute, Digital Globalization: The New Era of  Global 
Flows – McKinsey&Company, 2016, 1.
9  See for instance: M.C. Meneghetti, I trasferimenti di dati personali all’estero, in G. 
Finocchiaro (ed), La protezione dei dati personali in Italia: Regolamento UE n. 2016/679 e d.lgs. 
10 agosto 2018, n. 101, Bologna, 2019, 594 ss., at 599-600.
10  G. D’Acquisto-F. Pizzetti, Regolamentazione dell’economia dei dati e protezione dei dati 
personali, in Analisi Giuridica dell’Economia, 1, 2019, 89 ss., at 102.
11  S.D. Warren-L.D. Brandeis, The Right to Privacy, in Harvard Law Review, 4(5), 1890, 193 
ss.
12  S. Rodotà, Data Protection as a Fundamental Right, in S. Gutwirth-Y. Poullet-P. De Hert-C. 
De Terwangne-S. Nouwt (eds), Reinventing Data Protection?, New York, 2009, 77 ss., at 79.
13  Ivi, at 79-80. See also: G. González Fuster, The Emergence of  Personal Data Protection as 
a Fundamental Right of  the EU, Dordrecht, 2014.
14  On the point see, for instance: G. Braibant, La Charte des Droits fondamentaux de l’Union 
européenne, Paris, 2001, 47; N. Bernsdorff, Kapitel II, Freiheiten: Artikel 6 Bis 19, in J. Meyer 
(ed), Kommentar zur Charta der Grundrechte der Europäischen Union, Baden-Baden, 2003, 135 
ss., at 160; B. Docquir, Le droit à la vie privée, Bruxelles, 2008, 41.
15  On the point see, for instance: K. Lenaerts, Limits on Limitations: The Essence of  
Fundamental Rights in the EU, in German Law Journal, 20(6), 2019, 779 ss.
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Srotection tKan tKe one oI  tKe 6tate IroP wKicK tKe Áow oriJinated� 6XcK 
eventuality raises concerns about the fate of  the transferred information, 
that may result in the adoption of  certain limitations and conditions to 
similar transfers. 
Consequently, several legal instruments were developed worldwide with 
tKe SXrSose oI  EalancinJ tKe two conÁictinJ interests� on one side� tKe 
need to IavoXr cross-Eorder Áows oI  Sersonal data� on tKe otKer� tKe need 
to protect the rights of  individuals16. Such instruments can end up favou-
rinJ tKe first or tKe second oI  tKe two aEovePentioned interests17. As 
anticipated, this contribution will only focus on the balance designed by 
the EU, the details of  which will be set out below.

2. The current EU internal legal framework on 
transborder flows of personal data 

First of  all, the paper will focus on the current EU internal legal fra-
Pework concerninJ Sersonal data Áows to tKird coXntries� sKowinJ tKat 
it gives clear priority to the fundamental rights to privacy and to the pro-
tection of  personal data, and explaining the purposes of  such approach.

2.1. The approach of the current EU internal 
legal framework

The EU legal framework on cross-border personal data transfers has its 
origin in two important international law instruments. On the one hand, 
the 1980 OECD Guidelines on the Protection of  Privacy and Transbor-
der Flows of  Personal Data (reviewed in 2013), not binding but extremely 
inÁXential JloEally� tKey were also iPitated Ey otKer international instrX-
Pents� sXcK as tKe $3(& ($sia-3acific (conoPic &ooSeration) ���� 3ri-
vacy Framework (reviewed in 2015)18. On the other hand, the 1981 Con-
vention of  the Council of  Europe (CoE) for the Protection of  Individuals 
with regard to Automatic Processing of  Personal Data, better known as 
“Convention 108”, the only international legally binding instrument in the 

16  On the tension between the needs of  international trade, on the one hand, and the 
rights to privacy and personal data protection, on the other, as well as on the possible 
instruments to balance these opposing interests, see for instance: M. Burri, Interfacing 
Privacy and Trade, in Case Western Reserve Journal of  International Law, 53(1), 2021, 35 ss.; A. 
Chander-P.M. Schwartz, Privacy and/or Trade, in The University of  Chicago Law Review, 90(1), 
2023, 49 ss.
17  See for instance: C. Kuner, Transborder Data Flows and Data Privacy Law, Oxford 
University Press, Oxford, 2013; S. Yakovleva, Should Fundamental Rights to Privacy and Data 
Protection be a Part of  the EU’s International Trade ‘Deals’?, in World Trade Review, 17(3), 
2018, 477 ss., at 483.
18  See for instance: L.A. Bygrave, Data Privacy Law. An International Perspective, Oxford, 
2014, 75 ss.
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field19, modernised in 2018 (“Convention 108+”20). The Guidelines and 
the Convention represent two different approaches to the regulation of  
Sersonal data Áows� wKile tKe IorPer Painly aiPs at SroPotinJ transIers 
for economic reasons, the latter is more attentive to the protection of  
personal data21.
'esSite tKe diIIerences� EotK instrXPents deeSly inÁXenced tKe sXEse-
TXent (U leJal IraPework on tKe Patter� ,ndeed� tKe first leJislative act 
adoSted Ey tKe (XroSean Union in tKe field ² 'irective ������&( ² Kad 
two «twin objectives»22: the protection of  individuals with regard to the 
processing of  personal data and the free movement of  such data. The lat-
ter, however, was clearly prioritised: the legal framework at stake was seen 
as instrumental to the needs of  intra-Community trade.
In the years that followed the adoption of  the Directive, things changed: 
data protection, born as a “market-building device”, received growing at-
tention in its dimension of  fundamental right23: art. 8 of  the CFREU en-
shrined the protection of  personal data as a fundamental right deserving 
protection per se, and art. 16 TFEU provided an ad hoc legal basis for the 
adoption of  rules concerning personal data.
In this new scenario, Directive 95/46/CE seemed outdated. In 2012, thus, 
a proposal for a General Data Protection Regulation (GDPR) was submit-
ted by the European Commission, namely by Directorate-General Justi-
ce and Consumers (DG JUST). Such DG, that became in charge of  the 
subject after the Lisbon Treaty, is much more consumer-oriented rather 
than market-oriented and is very sensitive to the protection of  personal 
data as a fundamental right24. At the end of  a long and complex iter legis, 
5eJXlation ((U) �������� was finally adoSted�
The whole GDPR clearly strengthens, through various provisions, the po-
sitions of  individuals whose data are processed25. This is true also with 

19  UNCTAD, Data protection regulations and international data flows: Implications for trade and 
development – United Nations Publication, 2016, 83.
20  Convention 108+ is not yet in force.
21  See for instance: F.W. Hondius, A Decade of  International Data Protection, in Netherlands 
International Law Review, 30, 1983, 103 ss., at 106; A. Newman, Protecting Privacy in Europe: 
Policy Feedback and Regional Politics, in S. Meunier-K.R. McNamara (eds), The state of  the 
European Union. Vol. 8. Making history: European integration and institutional change at fifty, 
Oxford, 2007, 123 ss.; S. Nouwt, Towards a Common European Approach to Data Protection: A 
Critical Analysis of  Data Protection Perspectives of  the Council of  Europe and the European Union, 
in S. Gutwirth-Y. Poullet-P. De Hert-C. De Terwangne-S. Nouwt (eds), Reinventing Data 
Protection?, cit., 275 ss., at 280.
22  Y. Suda, The Politics of  Data Transfer: Transatlantic Conflict and Cooperation over Data Privacy, 
New York, 2018, 31.
23  M.P. Granger-K. Irion, The right to protection of  personal data: the new posterchild of  
European Union citizenship?, in S. De Vries-H. De Waele-M.P. Granger (eds), Civil Rights 
and EU Citizenship. Challenges at the Crossroads of  the European, National and Private Spheres, 
Cheltenham, 2018, 279 ss., at 281.
24  J. Hildén, The Politics of  Datafication: The Influence of  Lobbyists on the EU’s Data Protection 
Reform and its Consequences for the Legitimacy of  the General Data Protection Regulation, Helsinki, 
2019, 71 and 94; M. Laurer-T. Seidl, Regulating the European Data Driven Economy: A Case 
Study on the General Data Protection Regulation, in Policy & Internet, 2020, 257 ss., at 265.
25  On the GDPR, see for instance: C. Kuner-L.A. Bygrave-C. Docksey (eds), The EU 
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reference to the rules on transfers of  personal data to non-EU States, 
included in Chapter V: in principle, transferring personal data outside the 
(U is SroKiEited� nevertKeless� Áows are allowed in Sresence oI  a nX-
merus clausus of  conditions: the “adequacy decision” (art. 45) adopted 
by the Commission towards a third country that «ensures an adequate 
level of  protection»; the “appropriate safeguards” (art. 46), contractual 
arrangements between the exporter and the importer of  the data, such as 
standard contractual clauses (SCCs), ad hoc contractual clauses and bin-
dinJ corSorate rXles (B&5s)� and to ´deroJations Ior sSecific sitXationsµ 
(art. 49), such as the explicit consent of  the data subject or the necessity 
oI  tKe transIer Ior sSecific SXrSoses� $t first Jlance� sXcK leJal IraPework 
is similar to the one of  Directive 95/46/CE. However, the provisions of  
the GDPR are much more detailed, complete and robust: therefore, it 
EecoPes increasinJly diIficXlt to transIer Sersonal data to tKird coXntries 
where EU protection standards are not met.
Furthermore, the rules at stake acquired an even clearer connotation than-
ks to the activity of  Article 29 Working Party – replaced, under the GDPR, 
by the European Data Protection Board (EDPB) – and, above all, thanks 
to the case law of  the CJEU.
Firstly, with reference to the adequacy decision, the Court elevates the 
standard of  “adequacy” by requiring the third country to ensure a level of  
protection that is “essentially equivalent” to that guaranteed within the EU 
by the relevant legal framework read in the light of  the CFREU26. Such 
reading, in the context of  the “Schrems saga”, implied the invalidation 
of  two adequacy decisions concerning the US, known as “Safe Harbor” 
(2000)27 and “Privacy Shield” (2016)28, respectively by Schrems I ruling (6 
October 2015)29 and Schrems II ruling (20 July 2020)30. 
Secondly, the CJEU has also intervened on appropriate safeguards (to be 
used in absence of  an adequacy decision). From the text of  the GDPR, it 
already appears that these are intrinsically limited and can be only used in 
circumscribed situations31. Moreover, the Court – once again in Schrems 
,, rXlinJ ² sSecifies tKat even sXcK JXarantees PXst ensXre tKat transIer-

General Data Protection Regulation (GDPR): A Commentary, Oxford, 2020; G. Comandé-G. 
Malgieri (eds), Manuale per il trattamento dei dati personali. Le opportunità e le sfide del nuovo 
regolamento europeo sulla privacy, Milan, 2018.
26  On the point, see for instance: O. Pollicino-M. Bassini, La Carta dei diritti fondamentali 
dell’Unione europea nel reasoning dei giudici di Lussemburgo, in G. Resta-V. Zeno-Zencovich 
(eds), La protezione transnazionale dei dati personali: dai “Safe Harbour Principles” al “Privacy 
Shield”, Rome, 2016, 73 ss.
27  Commission Decision 2000/520/EC.
28  Commission Implementing Decision (EU) 2016/1250.
29  CJEU, C-362/14, Maximillian Schrems v. Data Protection Commissioner (2015).
30  CJEU, C-311/18, Data Protection Commissioner v. Facebook Ireland Ltd and Maximillian 
Schrems (2020).
31  On the limits of  appropriate safeguards, see for instance: G.M. Riccio, Model Contract 
Clauses e Corporate Binding Rules: valide alternative al Safe Harbor Agreement?, in G. Resta-V. 
Zeno-Zencovich (eds), La protezione transnazionale dei dati personali: dai “Safe Harbour 
Principles” al “Privacy Shield”, Rome, 2016, 215 ss.; A. Mattoo-J.P. Meltzer, International Data 
Flows and Privacy: The Conflict and Its Resolution, in Journal of  International Economic Law, 21(4), 
2018, 769 ss.
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red data Eenefit IroP a Srotection ´essentially eTXivalentµ to tKat oI  tKe 
EU; this might require the adoption of  “supplementary measures” by the 
data controller. If  the necessary protection still cannot be guaranteed, the 
controller or – failing that – the competent supervisory authority, must 
suspend or end the transfer. In other words, the CJEU aims at avoiding 
saIeJXards EeinJ Xsed as Pere leJal fictions and transIorPs tKeP into 
«mini adequacy decisions»32.
7Kirdly� tKe &oXrt Kas dealt even witK deroJations Ior sSecific sitXations� 
true “safety valves” for circumstances where the protection is not adequa-
te, but the risks are small, or there is an overriding societal interest33. Ac-
cording to the CJEU, like all derogations and limitations to fundamental 
rights, they apply only in so far as it is strictly necessary34.
Given the extremely high level of  protection required by the GDPR and 
by the case law of  the Court, the Commission also has generally been 
cautious on the matter. In particular, with regard to adequacy decisions, 
DG JUST (the DG in charge) has recognised only 15 non-EU States as 
“adequate”35.
In summary, as anticipated, it can be stated that the current EU internal 
leJal IraPework concerninJ Áows oI  Sersonal data to tKird coXntries ² as 
designed by the EU legislators in the GDPR, as interpreted by the CJEU 
in its rulings and as implemented by the Commission through the adop-
tion of  some of  its acts – gives top priority to the fundamental right to 
the protection of  personal data. This often happens at the expense of  the 
need to favour international transfers for commercial reasons.

2.2. The purposes of the current EU internal 
legal framework

The human rights-oriented approach described above has several aims. 
)irst oI  all� (U institXtions want to Srevent data Áows IroP XnderPininJ 
the level of  protection guaranteed in Europe by the GDPR: strengthe-
ning the position of  data subjects in the Union would be useless if  it was 
possible to easily avoid EU rules by transferring personal data to third 
countries.
However, there are even other objectives. The EU has also the explicitly 

32  C. Kuner, The Schrems II judgment of  the Court of  Justice and the future of  data transfer 
regulation, in European Law Blog, 2020.
33  C. Kuner, Article 49. Derogations for specific situations, in C. Kuner-L.A. Bygrave-C. 
Docksey (eds), The EU General Data Protection Regulation (GDPR): A Commentary, cit., 841 
ss., at 843.
34  CJEU, Joint Cases C-293/12 and C-594/12, Digital Rights Ireland Ltd v. Minister for 
Communications, Marine and Natural Resources and others and Kärntner Landesregierung and others 
(2014), § 52; CJEU, C-362/14, Maximillian Schrems v. Data Protection Commissioner (2015), 
§ 92.
35  The European Commission has so far recognised Andorra, Argentina, Canada, 
Faroe Islands, Guernsey, Israel, Isle of  Man, Japan, Jersey, New Zealand, South Korea, 
Switzerland, the United Kingdom, the United States and Uruguay as providing adequate 
protection. 
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stated aim to export its high data protection standards towards the largest 
possible number of  third countries. If  the latter wish to allow entities 
within their territories, in particular companies, to receive personal data 
from the EU and to have access to the EU market, such States will have to 
adopt and implement EU-conformant data protection laws36.
This is a clear example of  the Brussels effect, i.e. the ability of  the EU to 
Xnilaterally inÁXence tKird coXntries· reJXlations tKroXJK its central So-
sition in tKe JloEal econoPy� 6XcK inÁXence is SossiEle EecaXse in tKe 
(U� witK reIerence to tKis field� sSecific conditions occXr� a larJe internal 
market; a substantial regulatory capacity; the preference for strict rules; the 
predisposition to regulate “inelastic targets”, such as data subjects (“inela-
stic” means that they cannot be “moved” to another jurisdiction to circu-
mvent the rules); and the “nondivisibility” of  standards (which means that 
it is not possible to comply with such standards only in the relations with 
the EU; on the contrary, once adopted, they must be applied worldwide)37.
The intention to export EU data protection standards was one of  the 
reasons that led to the adoption of  the new legal framework. After some 
years since the entry into force of  the GDPR, it is now possible to state 
that the results achieved are relevant: according not only to the Com-
mission, but also to important authors, the Regulation emerged as a key 
reference point at international level and inspired a great number of  third 
countries38.
The exportation of  EU data protection standards is also pursued in other 
ways. This contribution focuses on Chapter V GDPR, but even art. 3 of  
the GDPR itself, concerning the territorial scope of  the Regulation, has 
a siJnificant role� sXcK Srovision reTXires tKe sinJle IoreiJn entities tKat 
target the EU market to respect the GDPR in its entirety39� 7Ke final aiP� 
therefore, is the same: the extension of  EU safeguards beyond the bor-
ders of  the EU itself. Such extension, moreover, can be not only unilateral 
(through the GDPR), but also multilateral: in this perspective, the EU is 
promoting as much as possible the accession to CoE Convention 108+, 
the provisions of  which are often very similar to the ones of  Regulation 
(EU) 2016/679.

36  W. Höglund, Exporting data protection law. The extraterritorial reach of  the GDPR, Umeå, 
2018, 26. On the point see also: S.A. Aaronson-P. Leblond, Another Digital Divide: The Rise 
of  Data Realms and its Implications for the WTO, in Journal of  International Economic Law, 21(2), 
2018, 245 ss.; K. Irion-M. Burri-A. Kolk-S. Milan, Governing “European values” inside data 
flows: Interdisciplinary perspectives, in Internet Policy Review, 10(3), 2021.
37  A. Bradford, The Brussels Effect, in Northwestern University Law Review, 107(1), 2012, 1 ss.; 
A. Bradford, The Brussels effect: How the European Union rules the world, Oxford, 2020.
38  Communication from the Commission to the European Parliament and the Council, 
Data protection as a pillar of  citizens’ empowerment and the EU’s approach to the digital 
transition – two years of  application of  the General Data Protection Regulation, 24 June 
����� &OM (����) ��� final� *� *reenleaI� Global data privacy laws 2021: Despite COVID 
delays, 145 laws show GDPR dominance, in Privacy Laws & Business International Report, 2021; 
G. Greenleaf, Now 157 Countries: Twelve Data Privacy Laws in 2021/22, in Privacy Laws & 
Business International Report, 2022; G. Greenleaf, Global data privacy laws 2023: 162 national 
laws and 20 Bills, in Privacy Laws & Business International Report, 2023.
39  On the point see, for instance: O.J. Gstrein-A.J. Zwitter, Extraterritorial application of  the 
GDPR: promoting European values or power?, in Internet Policy Review, 10(3), 2021, 1 ss.
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The abovementioned exportation of  EU principles towards third coun-
tries has, in turn, multiple objectives.
Firstly, there is the pure and simple will to promote fundamental rights 
globally. This is perfectly consistent with the aims of  the EU external 
action: the latter, according to art. 21 TEU, seeks to advance in the wider 
world the principles which have inspired the creation, development and 
enlargement of  the Union.
Secondly, there is also a strategic aim, i.e. trying to confer a competitive 
advantage to EU enterprises over non-EU competitors. While the former 
can maintain their approach with regard to data protection, the latter will 
be forced to conform to the most demanding EU standards: they will have 
to change their business practices, incurring related costs. The alternative 
would be not being able to receive and process EU data, the value of  whi-
cK woXld Eenefit only (XroSean firPs� even in tKis case� tKereIore� sXcK 
companies would obtain a competitive advantage40.
,t is clear tKat wKat Xntil now Kas Eeen constantly defined as a conÁict 
between the protection of  fundamental rights, on the one hand, and com-
mercial needs, on the other, is in truth much more complex. Even behind 
Sersonal data Srotection and tKe sXEseTXent liPitation oI  data Áows� in-
deed� lie econoPic reasons� consistinJ Srecisely in tKe will to Jive a Eenefit 
to (U enterSrises� SrotectinJ tKeP IroP tKe fierce coPSetition oI  coP-
panies based in third countries, in particular in the US, but not only.
Before concluding this part of  the contribution, however, we must highli-
ght that it is also possible to notice certain elements which could under-
mine the above-described EU approach. Indeed, while it is true that the 
Commission has generally been very cautious in adopting adequacy deci-
sions, and that most of  the 15 measures do not raise relevant problems, it 
is also true that some decisions, in particular those concerning important 
trading partners of  the EU, raise critical questions: they seem more moti-
vated by economic interests than by a real “adequacy” of  the protection 
in the countries at stake; for this reason, in order to adopt them, the Com-
Pission Kad to fiJXre oXt creative solXtions� sXcK as ´sector-sSecificµ de-
cisions (i.e. decisions only concerning certain sectors of  the economy of  a 
non-EU State)41. We refer to cases such as those of  Canada, Israel, Japan, 
South Korea, the United Kingdom and also the United States: despite the 
invalidation of  the “Safe Harbor” and of  the “Privacy Shield”, the Eu-
ropean Commission adopted a third measure, better known as “EU-US 
Data Privacy Framework”, in 202342. We will come back to the adequacy 
decisions concerning these countries, and to the impact they can have on 
the previously described approach.

40  On the economic advantages enjoyed by countries that are concerned by adequacy 
decisions compared to those that are not, see for instance: M.F. Ferracane.-B. Hoekman-E. 
Van Der Marel-F. Santi, Digital Trade, Data Protection and EU Adequacy Decisions – RSC 
Working Paper 2023/37, Florence, 2023.
41  Communication from the Commission to the European Parliament and the Council, 
Exchanging and Protecting Personal Data in a Globalised World, 10 January 2017, COM 
(����) � final�
42  Commission Implementing Decision (EU) 2023/1795.
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3. The interplay between the EU legal framework 
and EU international commitments in the field 
of trade law 

Given the above, as anticipated, the paper will now explain that certain in-
ternational coPPitPents Pade Ey tKe (U in tKe field oI  trade law ² soPe 
concerning in general the liberalisation of  trade in services, some others 
devoted Pore sSecifically to data Áows ² are not consistent witK tKe de-
scribed approach and with its purposes. In particular, it will be highlighted 
tKat tKe rXles EindinJ tKe (U in tKe field oI  international trade law Jive 
clear priority to the need to transfer data, creating issues of  consistency 
with the approach of  the EU internal legal framework.

3.1. EU international commitments concerning 
the liberalisation of trade in services in general 

Starting from WTO Law, particular attention should be given to the Ge-
neral Agreement on Trade in Services (GATS), aimed at the liberalisation 
of  trade in services, which sometimes are supplied across borders and 
oIten consist in data Áows43. The GATS requires the removal, as much as 
it is feasible, of  prohibitions or limitations to data transfers, circumstance 
that could lead to frictions between the Agreement and the EU legal fra-
Pework on Sersonal data Áows� )or tKis reason� it is iPSortant to veriIy 
if  the latter is consistent with the former through a two-step analysis. 
)irstly� we sKoXld veriIy iI  (U rXles PiJKt Ee in conÁict witK e[istinJ 
GATS obligations and commitments. Secondly, if  prima facie violations 
are SossiEle� we sKoXld try to Xnderstand wKetKer tKey can Ee MXstified 
under one of  the exceptions provided by the GATS itself44. To date, there 
has never been a WTO procedure challenging the EU legal framework at 
stake; however, some reports of  WTO bodies can be extremely useful in 
the investigation45.
The analysis should start from the most relevant among the “General 
Obligations” of  the GATS, i.e. the “Most-Favoured-Nation” (MFN) Tre-

43  On the point, see for instance: P. Picone-A. Ligustro, Diritto dell’organizzazione mondiale 
del commercio, Padova, 2002, 367-368.
44  On the point, see for instance: K. Irion-S. Yakovleva-M. Bartl, Trade and Privacy: 
Complicated Bedfellows? How to achieve data protection-proof  free trade agreements, Amsterdam, 
2016, 26.
45  In particular, we refer to: WTO, European Communities – Regime for the Importation, 
Sale and Distribution of  Bananas. Report of  the Appellate Body, 9 September 1997, 
WT/DS27/AB/R; WTO, United States – Measures Affecting the Cross-Border Supply 
of  Gambling and Betting Services. Report of  the Appellate Body, 7 April 2005, WT/
DS285/AB/R; WTO, China – Measures Affecting Trading Rights and Distribution 
Services for Certain Publications and Audiovisual Entertainment Products. Report of  the 
Appellate Body, 21 December 2009, WT/DS363/AB/R; WTO, Argentina – Measures 
Relating to Trade in Goods and Services. Report of  the Appellate Body, 14 April 2016, 
WT/DS453/AB/R.
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atment of  art. II. The EU legal framework accords to services and service 
suppliers of  some WTO Members (the ones which are not concerned by 
an adequacy decision) a treatment less favourable than the one it accords 
to like services and service suppliers of  other countries (which, instead, 
Eenefit IroP tKe aEovePentioned PeasXre)� a violation oI  tKe M)1 claX-
se, at least prima facie, is therefore conceivable46.
With regard to other General Obligations, it is also possible to assume 
infringements of  the rules on “Domestic Regulation”. According to art. 
VI.1, all measures of  general application affecting trade in services must 
be administered in a reasonable, objective and impartial manner. If  it is 
trXe tKat tKe (U leJislation as sXcK cannot Ee in conÁict witK tKe oEliJa-
tion in question, it is also true that there could be violations at the applica-
tion level47. In particular, the practice of  the Commission in the adoption 
of  adequacy decisions is not always reasonable, objective and impartial 
(non-EU States with similar data protection standards are sometimes tre-
ated differently, maybe due to political reasons)48, circumstance that could 
trigger the application of  art. VI.1. 
,n tKe *$76 tKere are also ́ 6Secific &oPPitPentsµ� tKat Eind only :7O 
Members which manifested the will to further liberalise certain catego-
ries of  services; the EU has actually made similar commitments also in 
sectors that involve the processing – and the transferring – of  personal 
data49. In such sectors, it is possible to conceive a violation of  the rules on 
“National Treatment” (art. XVII): indeed, it could be stated that the EU 
legal framework accords to services and service suppliers of  some WTO 
Members (the ones which are not concerned by an adequacy decision) a 
treatment less favourable than the one it accords to domestic like services 
and service suppliers50. Moreover, in the case of  a total suspension of  
Sersonal data Áows to a tKird coXntry� tKere woXld Ee a ´zero TXotaµ� 
i.e. a form of  quantitative restriction which is prohibited by the rules on 
“Market Access” (art. XVI)51: a violation of  the latter, albeit unlikely, is 
abstractly possible.

46  C.L. Reyes, WTO-Compliant Protection of  Fundamental Rights: Lessons from the EU Privacy 
Directive, in Melbourne Journal of  International Law, 12(1), 2011, 1 ss., at 16; K. Irion-S. 
Yakovleva-M. Bartl, Trade and Privacy: Complicated Bedfellows?, cit., 30; F. Velli, The Issue of  
Data Protection in EU Trade Commitments: Cross-Border Data Transfers in GATS and Bilateral 
Free Trade Agreements, in European Papers, 4(3), 2019, 881 ss., at 884-885.
47  See for instance: K. Irion-S. Yakovleva-M. Bartl, Trade and Privacy: Complicated 
Bedfellows?, cit., 31.
48  C. Kuner, Developing an Adequate Legal Framework for International Data Transfers, in 
S. Gutwirth-Y. Poullet-P. De Hert-C. De Terwangne-S. Nouwt (eds), Reinventing Data 
Protection?, cit., 263 ss., at 271.
49  :7O� (XroSean Union 6cKedXle oI  6Secific &oPPitPents� � May ����� *$76�
6&����� :7O� (XroSean Union 6cKedXle oI  6Secific &oPPitPents� 6XSSlePent �� �� 
February 2024, GATS/SC/157/Suppl.1.
50  See for instance: S. Yakovleva-K. Irion, The Best of  Both Worlds? Free Trade in Services, and 
EU Law on Privacy and Data Protection, in European Data Protection Law Review, 2(2), 2016, 
191 ss., at 204; K. Irion-S. Yakovleva-M. Bartl, Trade and Privacy: Complicated Bedfellows?, 
cit., 32-33; F. Velli, The Issue of  Data Protection in EU Trade Commitments, cit., 886.
51  See for instance: K. Irion-S. Yakovleva-M. Bartl, Trade and Privacy: Complicated 
Bedfellows?, cit., 32.
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6ince (U rXles on Sersonal data Áows (or tKeir aSSlication) can Ee in 
conÁict� at least SriPa Iacie� witK several oEliJations and coPPitPents 
enshrined in the GATS, the question is whether such violations can be 
MXstified Xnder one oI  tKe e[ceStions oI  tKe *$76 itselI�
7Ke first e[ceStion to consider is ´(conoPic ,nteJrationµ� art� 9 *$76 
allows its Members to be a party of  or to enter into an agreement liberali-
sing trade in services between or among the parties to such an agreement. 
6XcK Srovision woXld likely Ee tKe first line oI  deIence Ior tKe (U iI  an 
EU measure were found to treat less favourably a WTO Member State as 
compared to an EU Member State52. However, it would not help in the 
case of  the less favourable treatment accorded to services and service 
suppliers from those members of  the WTO (but not of  the EU) that did 
not obtain an adequacy decision, compared to the treatment accorded to 
like services and service suppliers from members of  the WTO (but not of  
tKe (U) tKat� instead� Kave Eenefited IroP sXcK PeasXre�
As a second line of  defence, one could invoke the “General Exceptions” 
(art. XIV). Art. XIV.c.ii provides for an exception concerning measures 
which are necessary to secure compliance with laws or regulations which 
are not inconsistent with the provisions of  the GATS, including those 
relating to «the protection of  the privacy of  individuals in relation to the 
SrocessinJ and dissePination oI  Sersonal dataª� $t a first readinJ� tKis 
article seems able to protect the EU from any possible claim. However, a 
more nuanced analysis of  the article, and of  the case law of  WTO bodies 
regarding General Exceptions, paints a less positive picture.
3reliPinarily� it woXld Ee diIficXlt Ior tKe (U to dePonstrate tKat tKe 
adopted measures are “necessary” to secure compliance with the above-
mentioned laws or regulations. As stated by WTO bodies, the less restri-
ctive the measure and the greater the contribution to the enforcement of  
public interest the more likely it is that the measure in question will meet 
the “necessity test”53. In this respect, the EU legal framework on personal 
data Áows sKows soPe weaknesses tKat PiJKt Pake tKe oXtcoPe oI  a 
possible procedure uncertain. In particular, the fact that two adequacy de-
cisions were criticised for their lack of  effectiveness, and then invalidated 
by the CJEU, could seriously question the real contribution of  similar me-
asures to the achievement of  the aim pursued54. Moreover, the complai-
ning party could try to demonstrate that a less trade-restrictive alternative 
was reasonably available. As well known, there are other international legal 
frameworks that have a less negative impact on trade in services, being 
more sensitive to commercial needs: e.g., the OECD Guidelines and the 
APEC Privacy Framework. If  WTO bodies were convinced that such less 
restrictive alternatives could achieve the same objectives, the EU legal fra-
mework would certainly fail the necessity test55.

52  K. Irion-S. Yakovleva-M. Bartl, Trade and Privacy: Complicated Bedfellows?, cit., 33.
53  WTO, Korea – Measures Affecting Imports of  Fresh, Chilled and Frozen Beef. 
Report of  the Appellate Body, 11 December 2000, WT/DS161/AB/R, WT/DS169/
AB/R, paras 162-163.
54  See for instance: K. Irion-S. Yakovleva-M. Bartl, Trade and Privacy: Complicated 
Bedfellows?, cit., 35-37.
55  See for instance: S. Yakovleva-K. Irion, Pitching trade against privacy: reconciling EU 
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But even if  the abovementioned test was met, there would still be a further 
test, i.e. to assess whether the conditions set out in the introductory “cha-
peau” of  art. XIV are met. Such “chapeau” requires that the exceptionally 
permitted measures are not applied in a manner which would constitute a 
Peans oI  arEitrary or XnMXstifiaEle discriPination Eetween coXntries wKe-
re like conditions prevail, or a disguised restriction on trade in services: 
such a standard is interpreted by WTO bodies as «consistency of  enforce-
ment» of  the challenged measure56. 
The EU’s ability to demonstrate that the conditions of  the “chapeau” are 
met must not be taken for granted. A well-founded criticism could relate to 
tKe already Pentioned adoStion oI  ´sector-sSecificµ adeTXacy decisions� 
With regard to non-EU States whose legal systems do not fully guarantee 
an adequate level of  protection, sometimes creative solutions have been 
sought to partially cover such systems (Canada, Israel, Japan, South Korea, 
UK, US); at other times, no adequacy decision was adopted, a circum-
stance that affects services and service suppliers of  the countries at stake 
(e.g. Australia). Thus, WTO bodies could consider the practice used by 
the Commission in adopting adequacy decisions as “inconsistent”: in that 
case� tKe conditions oI  tKe cKaSeaX coXld not Ee satisfied� and it woXld 
be impossible to justify any violation of  the GATS committed by the EU.
Therefore, the approach of  WTO Law, which gives great relevance to the 
expansion of  international trade, diverges considerably from the restricti-
ve approach which characterises the EU legal framework on personal data 
transIers to tKird coXntries� 7Ke latter coXld conseTXently Ee in conÁict 
witK several Srovisions oI  tKe *$76� and it woXld Ee e[trePely diIficXlt 
to justify such violations in the case of  a proceeding before WTO bodies. 
This means that the EU could incur a negative ruling and all the related 
conseTXences� wKicK woXld iPSly a SredoPinance oI  Iree Áows over data 
protection.

3.2. Data flows commitments included in some 
EU international trade agreements 

It is now necessary to focus on the interplay between the EU rules on 
personal data transfers and certain provisions that the EU has included 
in some of  its international trade agreements and that represent commit-
Pents to allow tKe Áow oI  inIorPation (´data Áows coPPitPentsµ)� sXcK 
commitments, which are aimed at promoting data transfers because of  
their importance for global commerce, are counterbalanced by provisions 
designed to safeguard the rights to privacy and to the protection of  perso-
nal data (“data protection provisions”).
7Ke first instrXPents in wKicK articles oI  tKis kind Kave Eeen inserted are 
the Understanding on Commitments in Financial Services and the Annex 

governance of  personal data flows with external trade, in International Data Privacy Law, 10(3), 
2020, 201 ss., at 212.
56  WTO, United States – Measures Affecting the Cross-Border Supply of  Gambling and 
Betting Services. Report of  the Appellate Body, cit., para 351.
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on 7elecoPPXnications� tKey contain data Áows coPPitPents accoPSa-
nied by data protection provisions, which are formulated as exceptions. 
The Understanding and the Annex, despite being multilateral in nature 
and part of  WTO Law, introduced a solution that was later adopted in 
other contexts. 
,ndeed� it is SossiEle to find siPilar articles also in soPe oI  tKe Eilateral 
agreements subsequently concluded by the EU outside of  the legal fra-
mework of  the WTO. We refer to the Free Trade Agreements (FTAs), 
and more in general to the bilateral treaties having (at least partially) com-
mercial nature concluded between the Union and third countries57. Since 
the turn of  the millennium, in fact, the EU started to make a massive use 
oI  sXcK instrXPents� also Jiven tKe diIficXlties in PXltilateral neJotiations 
within the WTO58.
The abovementioned agreements include rules concerning trade in ser-
vices that reproduce GATS obligations, such as the National Treatment, 
Most-)avoXred-1ation 7reatPent and Market $ccess� EXt also data Áows 
commitments accompanied by data protection provisions, as in the Un-
derstanding and in the Annex.
7Kose articles as well concern financial and telecoPPXnication services� ,t 
is not sXrSrisinJ� tKe financial services sector is one oI  tKe Post Sertinent 
sectors for digital economy59� EXt it also raises siJnificant issXes and tKe 
SXElic is SarticXlarly concerned aEoXt tKe SrocessinJ oI  Sersonal financial 
data60. Similar considerations also apply to the telecommunication services 
sector: its importance for the digital economy is unquestionable, but its 
intensive use of  data increases the demand of  an appropriate protection61.
The provisions described above can be found in the Comprehensive Eco-
nomic and Trade Agreement (CETA) with Canada, but also in other EU 
trade agreements, such as the ones with South Korea, Colombia-Peru-E-
cuador, Central America, Ukraine, Japan (Economic Partnership Agree-
ment or EPA), Singapore and Viet Nam.
+owever� tKe data Áows coPPitPents and tKe data Srotection Srovisions 
included in the cited instruments raise critical issues. Some concern the 
mere presence of  similar articles in the agreements concluded by the EU. 
DG TRADE (the DG of  the Commission in charge) negotiates trade 
agreements in compliance with the mandates of  the Council (arts. 207 

57  On EU trade agreements, see for instance: L. Pasquali, The EU-MERCOSUR 
Agreement as Source of  Development of  Specific Global Norms and Standards, in C. García 
Segura-J. Ibáñez-P. Pareja (eds), Actores Regionales y Normas Globales: la Unión Europea y los 
BRICS como Actores Normativos, Valencia, 2021, 131 ss.
58  See for instance: S. Woolcock, European Union policy towards Free Trade Agreements, ECIPE 
Working Paper No. 3 – European Centre for International Political Economy, 2007; I. Bosse-
Platière-C. Rapoport, Negotiating and implementing EU free trade agreements in an uncertain 
environment, in I. Bosse-Platière-C. Rapoport (eds), The Conclusion and Implementation of  EU 
Free Trade Agreements. Constitutional Challenges, Cheltenham, 2019, 1 ss.
59  M. Burri, The Governance of  Data and Data Flows in Trade Agreements: The Pitfalls of  Legal 
Adaptation, in University of  California Davis Law Review, 51, 2017, 65 ss., at 83.
60  A. Sousa De Jesus, Data Protection in EU Financial Services – ECRI Research Report No. 
6, 2004, 4.
61  See for instance: E. Van Der Marel, Disentangling the Flows of  Data: Inside or Outside the 
Multinational Company? – ECIPE OCCASIONAL PAPER No. 7, 2015, 2.
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and 218 TFEU). However, the mandates concerning the abovementioned 
agreements did not mention privacy or data protection. On this point, 
the former European Data Protection Supervisor (EDPS) Giovanni But-
tarelli stated that it is «not fully clear as to what extent the Commission 
has the mandate to negotiate provisions that may have an effect on data 
protection»62.
In truth, the absence of  such references is not a coincidence. It is the result 
of  the will to make those aspects non-negotiable63:  dialogues with third 
countries on data protection and trade negotiations should consequently 
follow separate tracks64. Nevertheless, in the abovementioned agreements, 
there are provisions that undoubtedly affect privacy and data protection: a 
circumstance which represents a real problem.
Other issues concern the concrete formulation of  the articles in question. 
In truth, there were some improvements over time, not so much in data 
Áows coPPitPents� wKicK Easically rePain XncKanJed� EXt ratKer in 
data protection provisions. In the Understanding and in the Annex, these 
are formulated as exceptions that can be triggered on an optional basis 
and that require strict conditions to be met in order to be activated. On 
the contrary, in the bilateral agreements recently concluded by the EU 
such provisions are usually formulated as positive obligations to adopt or 
maintain “adequate safeguards” to protect the rights at stake: a clear step 
forward65. However, some problems remain: in particular, such safeguards 
must still comply with several limits and conditions, since the respect of  
trade obligations remains the priority66.
Another consideration concerns the fact that the safeguards must be “ade-
quate”. Such term, as interpreted by the CJEU, ensures a protection which 
is extremely high (“essentially equivalent” to that of  the EU): this is becau-
se the Court interprets it in the light of  the CFREU, as explained.
However, the settlement of  the disputes concerning the interpretation of  
trade agreements does not fall within the jurisdiction of  the CJEU, but of  
supranational bodies established by such agreements: the latter, in case of  
a dispute, are not obliged at all to interpret the “adequate safeguards” in 
the light of  the CFREU67. The same terminology does not imply the same 

62  European Data Protection Supervisor, Trade agreements and data flows – Joint hearing of  
the INTA and LIBE committees – European Parliament, 2015, 2.
63  Jean-Claude Juncker, A New Start for Europe: My Agenda for Jobs, Growth, Fairness and 
Democratic Change – Political Guidelines for the next European Commission, Strasbourg, 2014, 
para 6.
64  Communication from the Commission to the European Parliament and the Council, 
Exchanging and Protecting Personal Data in a Globalised World, cit., para 3.1.
65  A. Wessel, Broken data protection in EU trade agreements, in Foundation for a Free Information 
Infrastructure (FFII) Blog, 2016, para 4; S. Yakovleva, Should Fundamental Rights to Privacy and 
Data Protection be a Part of  the EU’s International Trade ‘Deals’?, cit., 493-495; A. Bendiek-M. 
Römer, Externalizing Europe: the global effects of  European data protection, in Digital Policy, 
Regulation and Governance, 2018.
66  With particular reference to art. 8.54 of  the EU-Singapore FTA, see for instance: A. 
Wessel, EU-Singapore Trade Agreement not compatible with EU data protection, in Foundation for 
a Free Information Infrastructure (FFII) Blog, 2018.
67  On the point, with particular reference to art. 13.15 of  the EU-Canada CETA, see: 
A. Wessel, CETA will harm our privacy, in Foundation for a Free Information Infrastructure (FFII) 
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meaning: the “adequacy” in EU bilateral trade agreements has «no precise 
obligational content»68, and is likely to provide a lower protection than the 
“adequacy” stated by the CJEU in the context of  the Schrems saga69. 
Moreover, the adjudicators established by trade agreements will unlikely 
give the due weight to the protection of  fundamental rights. As authori-
tatively stated, specialist courts and tribunals tend to become over-enthu-
siastic about defending the purpose for which they were set up70, which 
in this case is progressive trade liberalisation, that prevails over competing 
interests given the object and purpose of  the agreement71.
In brief, the rules contained in the trade agreements of  the EU give clear 
priority to the needs of  international trade: in order to favour the latter, 
tKe Union Pade several data Áows coPPitPents� coXnterEalanced Ey data 
protection provisions whose scope and effectiveness are at least questio-
nable. This might create problems of  coordination with the approach of  
the EU internal legal framework on data transfers, which is much more 
attentive to the protection of  individuals.

3.3. The impact of the EU international 
commitments on the EU legal framework

This paper has so far shown that certain international commitments of  
tKe Union in tKe field oI  trade law are not consistent witK tKe (U internal 
legal framework. This section of  the article will also analyse the conse-
quences of  the divergence between the two approaches, and whether one 
can affect the other. In particular, it will be demonstrated that the approa-
ch of  EU trade commitments seriously risks undermining the one of  the 
EU internal legal framework. 
Preliminarily, it is important to emphasise that, in the light of  the text 
of  international trade agreements and of  the case law of  the CJEU, it is 
unlikely that trade agreements themselves and the decisions of  interna-
tional trade adjudicating bodies will have direct effect in the EU72. Thus, 

Blog, 2016.
68  S. Yakovleva, Should Fundamental Rights to Privacy and Data Protection be a Part of  the EU’s 
International Trade ‘Deals’?, cit., 495.
69  A. Wessel, CETA will harm our privacy, cit.. See also: A. Wessel, CETA: ISDS and data 
protection, in Foundation for a Free Information Infrastructure (FFII) Blog, 2016.
70  A. Wessel, Broken data protection in EU trade agreements, cit.
71  S. Yakovleva, Should Fundamental Rights to Privacy and Data Protection be a Part of  the EU’s 
International Trade ‘Deals’?, cit., 495.
72  See for instance: A. Semertzi, The Preclusion of  Direct Effect in the Recently Concluded EU 
Free Trade Agreements, in Common Market Law Review, 51(4), 2014, 1125 ss., spec. 1132-1135; 
S. Yakovleva-K. Irion, The Best of  Both Worlds?, cit., 200-202; S. Yakovleva, Personal Data 
Transfers in International Trade and EU Law: A Tale of  Two ‘Necessities’, in The Journal of  World 
Investment & Trade, 21(6), 2020, 881 ss., at 889. In many cases, the direct effect is excluded 
by the provisions of  the agreements themselves (e.g. art. 23.5 of  the EU-Japan EPA, art. 
16.16 of  the EU-Singapore FTA, art. 17.20 of  the EU-Viet Nam FTA). In other cases, it 
is excluded by the case law of  the Court of  Justice; e.g., with reference to WTO rulings, 
see: CJEU, C-120/06, P FIAMM and Others v. Council and Commission (2008), §§ 129-131. 
On the direct effect of  EU international agreements, see also: F. Martines, Direct Effect of  
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they cannot be invoked before national courts by individuals; moreover, if  
they are violated by an EU legislative act, the latter cannot be invalidated 
on such reason.
However, there might be other relevant aftermaths. The absence of  direct 
effect does not make the EU’s obligations under international trade law 
less binding from an international law perspective. Under international 
law, the EU must perform its obligations in good faith. Otherwise, the EU 
may face liability and legal consequences, even if  the compliance with tra-
de commitments is not possible due to constraints contained in EU law73.
More sSecifically� EeIore sXSranational disSXte settlePent Eodies� one 
coXld arJXe tKat� Ey liPitinJ data Áows� tKe Union Kas violated its oEli-
Jations� we reIer not only to ´e[Slicitµ data Áows coPPitPents� EXt also 
to “implicit” ones, i.e. the already mentioned general rules on trade in 
services (National Treatment, Most-Favoured-Nation Treatment, Market 
Access)74. And, if  supranational bodies were convinced by the claim, the 
(U woXld Iace leJal conseTXences� sXcK as coXnterPeasXres and financial 
penalties.
The fear of  such consequences could determine a heavy pressure on seve-
ral institutional players, and theoretically could undermine their indepen-
dence in protecting personal data. Firstly, national supervisory authorities 
could be induced not to exercise their power, enshrined in art. 58 GDPR, 
to sXsSend or end data Áows towards tKird coXntries even wKen tKe latter 
do not guarantee the level of  protection requested by EU law. Moreover, 
even if  this has not happened yet, in the future the CJEU could eventually 
be discouraged from invalidating other adequacy decisions.
However, the main concerns regard the Commission’s approach: indeed, 
fearing the consequences of  breaching trade commitments, it could be 
induced to adopt an adequacy decision even in the absence of  a level of  
protection “essentially equivalent” to that of  the EU. And, in truth, there 
are reasons to believe that this has already happened.
We have already mentioned that the Commission has adopted some deci-
sions, concerning in particular important EU trading partners, that seem 
motivated more by economic interests than by a real “adequacy” of  the 
protection. Given the impossibility to recognise as “adequate” the legal 
systems of  those States, at least in their entirety, the Commission had to 
fiJXre oXt creative solXtions� sXcK as ´sector-sSecificµ decisions�
An example is the decision concerning Canada, that covers only data tran-
sfers to recipients subject to the Personal Information Protection and 
Electronic Documents Act (PIPEDA), i.e. private sector organisations 
that collect, use or disclose personal information in the course of  com-
mercial activities75; but also the one concerning Israel, that does not apply 
to international transfers of  personal data from the EU to such coun-

International Agreements of  the European Union, in The European Journal of  International Law, 
25(1), 2014, 129 ss.
73  S. Yakovleva, Personal Data Transfers in International Trade and EU Law, cit., 899.
74  On the point, with particular reference to the EU-Japan EPA, see: A. Wessel, EU-
Japan trade agreement not compatible with EU data protection, in Foundation for a Free Information 
Infrastructure (FFII) Blog, 2018.
75  Commission Decision 2002/2/EC.
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try when the transfer and the subsequent data processing are carried out 
exclusively through non-automated means76.
The case of  Japan is even more emblematic. Firstly, it was necessary to 
adoSt a sector-sSecific decision77 that only covers transfers to personal 
information handling business operators subject to the so-called “APPI” 
(Act on the Protection of  Personal Information). Secondly, above all, Ja-
pan had to complete its legal system with “Supplementary Rules” which 
are only applicable to personal data transferred from the EU; on the con-
trary, they do not apply to personal data of  individuals in Japan or coming 
from non-EU countries. An approach that did not convince the EDPB78 
and the European Parliament79 that did not give a favourable opinion on 
the point. The same criticisms, i.e. the limited scope of  the adequacy as-
sessment and the presence of  “Supplementary Rules”, also concern the 
South Korea adequacy decision80, although to a lesser extent81.
,t was necessary to find a creative solXtion also witK reJard to tKe UK� 
The Commission excluded from the ambit of  the relevant decision82 any 
personal data transfer from the EU to the UK falling within the too bro-
ad “immigration exemption” provided by the UK legal framework. This 
was done in response to some of  the critical remarks formulated by the 
EDPB83 and by the European Parliament84.
Similar adequacy assessments raise questions about their operational im-
plementation. In the case of  Japan there is the concrete risk of  circumven-
tion of  the Supplementary Rules, while there is the fear that personal data 
transferred from the EU to the UK can still be subject, in some cases, to 
the “immigration exemption”, circumstance that would cause an excessive 
restriction of  the rights of  data subjects85.
Finally, among the “creative” adequacy decisions there is also the EU-US 
Data Privacy Framework: the latter, just like the two previous measures 
concerning the US, allows data transfers from the EU to organisations in 
the US that voluntarily commit to a set of  privacy principles. The Com-

76  Commission Decision 2011/61/EU.
77  Commission Implementing Decision (EU) 2019/419.
78  European Data Protection Board, Opinion 28/2018 regarding the European Commission 
Draft Implementing Decision on the adequate protection of  personal data in Japan, 2018.
79  European Parliament, Resolution on the adequacy of  the protection of  personal data afforded by 
Japan (2018/2979(RSP)), 2018.
80  Commission Implementing Decision (EU) 2022/254.
81  See for instance: G. Greenleaf, The Draft Korea Adequacy Decision: Submission to European 
Union Authorities, in University of  New South Wales Law Research Series, 52, 2021.
82  Commission Implementing Decision (EU) 2021/1772.
83  European Data Protection Board, Opinion 14/2021 regarding the European Commission 
Draft Implementing Decision pursuant to Regulation (EU) 2016/679 on the adequate protection of  
personal data in the United Kingdom, 2021.
84  European Parliament, Resolution on the adequate protection of  personal data by the United 
Kingdom (2021/2594(RSP)), 2021.
85  On the point, with reference to Japan, see: European Data Protection Board, Opinion 
28/2018, cit., para 30; with reference to the United Kingdom, see: A. Choromidou, EU 
data protection under the TCA: the UK adequacy decision and the twin GDPRS, in International 
Data Privacy Law, 2021.
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Pission Kas already carried oXt a first review oI  tKe 'ata 3rivacy )ra-
mework, with a positive outcome86; nevertheless, the EDPB invited it to 
continue its monitoring activity87.
As anticipated, the adoption of  the adequacy decisions falling in the abo-
ve-described category often took place under heavy pressure, caused by 
the fear of  negative commercial consequences, and, in some cases, things 
were done rather rapidly.
This happened in the case of  Japan. The Commission hastened to adopt 
the decision at stake on the 23rd January 2019, so that it could precede the 
entry into force of  the EPA which occurred on the 1st February 2019 (a 
few days later). This avoided any possible violation of  EU commitments 
caXsed Ey tKe liPitation oI  data Áows towards -aSan� $ siPilar adeTXacy 
assessment, however, is the result of  a compromise, and someone stated 
that, in the occasion, the Commission did not act in an independent man-
ner88� 7Ke latter� Poreover� decided to confirP tKe decision in ����89, an 
action on which the EDPB did not refrain from making observations90.
Something similar happened also with reference to the UK. According 
to the EU-UK Trade and Cooperation Agreement (TCA), concluded in 
2020, after the 30th June 2021 transmissions of  personal data from the 
Union to tKe UK were considered as IXll-ÁedJed transIers to a tKird coXn-
try (art. 782), with the consequent need – in the absence of  an adequacy 
decision – to apply the alternative mechanisms of  Chapter V GDPR. In 
order to avoid such scenario, which could have led to possible violations 
of  the commitments made by the EU in the TCA (to which we will re-
turn later), the Commission accelerated in the adoption of  the adequacy 
decision concerning the UK, that occurred on the 28th June 2021 (just two 
days before the deadline).
The necessity to quickly adopt similar decisions induced the Commis-
sion not only to rely on creative solutions (as described), without which 
it would have been impossible to approve any kind of  measure, but also 
not to take into sXIficient accoXnt soPe critical asSects KiJKliJKted Ey tKe 
EDPB and by the European Parliament. One is the issue of  access to per-
sonal data by public authorities for surveillance reasons: a crucial problem 
of  the Schrems saga, that continues to worry with regard to the US91 and 

86  Report from the Commission to the European Parliament and the Council on the 
first Seriodic review oI  tKe IXnctioninJ oI  tKe adeTXacy decision on tKe (U-U6 'ata 
3rivacy )raPework� � OctoEer ����� &OM (����) ��� final�
87  European Data Protection Board, EDPB Report on the first review of  the European 
Commission Implementing Decision on the adequate protection of  personal data under the EU-US 
Data Privacy Framework, 2024.
88  A. Wessel, EU-Japan trade agreement not compatible with EU data protection, cit..
89  Report from the Commission to the European Parliament and the Council on the 
first review oI  tKe IXnctioninJ oI  tKe adeTXacy decision Ior -aSan� � $Sril ����� &OM 
(����) ��� final�
90  European Data Protection Board, Statement 1/2023 on the first review of  the functioning of  
the adequacy decision for Japan, 2023.
91  European Data Protection Board, Opinion 5/2023 on the European Commission Draft 
Implementing Decision on the adequate protection of  personal data under the EU-US Data Privacy 
Framework, 2023.



229

Gabriele Rugani

turns out to be critical also with reference to other countries, e.g. the UK.
A further consideration can be added. The Commission, due to the al-
ready mentioned fear of  the consequences deriving from a violation of  
trade commitments, could be induced not to repeal, amend or suspend an 
already adopted adequacy decision, even if  the country at stake no longer 
ensures a protection “essentially equivalent” to that of  the EU.
Two examples of  this risk are represented by the measures concerning 
Canada and New Zealand92. Such countries are two of  the so-called “Five 
Eyes”, together with the UK and the US themselves, and also with Austra-
lia, a group of  countries committed to mass surveillance programs93. The 
structure of  their legal systems gives priority to State security over pri-
vacy94. Therefore, in the decisions concerning Canada and New Zealand, 
one woXld e[Sect a siJnificant attention to tKe issXe oI  access to Sersonal 
data by public authorities.
On the contrary, the abovementioned instruments, adopted under Directi-
ve 95/46/EC, are not only outdated, but also extremely brief  and bare, 
especially if  compared to more recent adequacy decisions. Thus, it would 
be appropriate to reconsider them, perhaps adopting further precautions 
to ensure more convincingly that surveillance by public authorities does 
not cause disproportionate interferences with data subjects’ rights. Howe-
ver, this has not yet occurred; on the contrary, in 2024 the Commission 
decided to confirP tKe �� oldest decisions in Iorce� inclXdinJ tKose two95; 
an operation that was met with some reservations by the EDPB96. The 
reasons are not diIficXlt to Xnderstand� e�J�� reSealinJ tKe decision concer-
ning Canada could determine easily foreseeable consequences, since the 
EU could end up violating some of  the obligations included in the CETA. 
Adopting or maintaining adequacy decisions concerning States that do not 
ensure a protection «essentially equivalent» to that of  the EU, due to the 
pressure caused by trade commitments, ends up undermining the appro-
ach of  the EU legal framework, meant to give priority to the protection 
of  personal data. This also affects the aims of  such approach, including 
the one to export EU standards towards third countries (the “Brussels 
effect”), and everything that comes with it.
In truth, if  the Union ceased completely to adopt adequacy decisions, the 
purpose of  exporting the EU model would be undermined all the same. 
Indeed, if  it was de facto impossible to obtain a similar measure, non-EU 
countries would not even try to modify their legal frameworks to raise the 
protection, since that effort would be meaningless. The model at stake 

92  Commission Implementing Decision 2013/65/EU.
93  See for instance: O. Tene, The show must go on, in iapp.org, 2020.
94  M. Nino, La sentenza Schrems II della Corte di giustizia UE: trasmissione dei dati personali 
dall’Unione europea agli Stati terzi e tutela dei diritti dell’uomo, in Diritti umani e diritto internazionale, 
14(3), 2020, 733 ss., at 752-753. See also: A. Wessel, CETA and mass surveillance, in 
Foundation for a Free Information Infrastructure (FFII) Blog, 2016.
95  Report from the Commission to the European Parliament and the Council on the 
first review oI  tKe IXnctioninJ oI  tKe adeTXacy decisions adoSted SXrsXant to $rticle 
��(�) oI  'irective ������(&� �� -anXary ����� &OM (����) � final�
96  European Data Protection Board, EDPB letter to the European Commission on its review of  
its eleven adequacy decisions adopted under Directive 95/46/EC, 2024.
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would not function properly, and other States would unlikely try to imitate 
it. The latter could even embrace different models, in particular the OECD 
and APEC ones, that adopt a less restrictive and more free-trade-centred 
approach: unsurprisingly, they are promoted by the US, that are trying to 
oppose the role of  the GDPR as “international rule-setter” with instru-
ments which are more suitable for their own needs97. If  the Commission 
wants to avoid such risk, it must continue to make adequacy assessments, 
and it cannot adopt a too rigid approach that leads to immobility.
However, such argument cannot justify the adoption of  decisions towards 
countries that surely do not ensure an “adequate” protection. In that case, 
the Commission would not only seriously endanger Europeans’ personal 
data, but also give up exporting EU standards, allowing third countries 
to receive data Áows even witKoXt (sXIficiently) raisinJ tKeir Srotection98.
The case of  Japan is symbolic. The Supplementary Rules, without which it 
would have been impossible to adopt any kind of  adequacy decision, are 
only applicable to personal data transferred from the EU. It has already 
been said that there are doubts concerning the operational implementation 
of  a similar system. Even assuming it can work, in any case the EU has 
given up fully exporting its standards towards Japan: the higher protection 
only concerns “European” data, while the partner country can still main-
tain lower safeguards with regard to other personal data. The conditions 
of  the “Brussels effect” would be lacking, since one of  the requirements is 
the “nondivisibility” of  standards, and this makes it unlikely that Japan will 
Pove siJnificantly closer towards an (U-style data Srivacy IraPework99.
On the contrary, in the case of  the US, the uncompromising approach of  
the CJEU could bring some results. In 2015, the Freedom Act introdu-
ced soPe Podifications (tKat tXrned XS not to Ee decisive) wKicK tried to 
reduce surveillance powers of  public authorities. More recently, after the 
Schrems II ruling, there were several exhortations to further reform the 
US legal framework100, and there were new dialogues with the EU that led 
to the adoption by President Biden, in 2022, of  an Executive Order which 
limits intelligence activities101: at that point, the European Commission 
adopted the EU-US Data Privacy Framework. If  the Union really succe-
eded in indXcinJ tKe U6 to cKanJe siJnificantly tKeir sXrveillance rXles� it 
would be an incredible achievement for the EU model and the “Brussels 
effect”.

97  See for instance: M. Scott, Digital Bridge: Transatlantic competition – Washington’s privacy 
plan – Microsoft lobbying, in politico.eu, 2021.
98  See for instance: C. Kuner, Protecting EU Data Outside EU Borders Under the GDPR, in 
Common Market Law Review, 60(1), 2023, 77 ss.
99  F.Y. Wang, Cooperative Data Privacy: The Japanese Model of  Data Privacy and the EU-Japan 
GDPR Adequacy Agreement, in Harvard Journal of  Law & Technology, 33(2), 2020, 66 ss., at 
691.
100  See for instance: S. Bradford Franklin-L. Sarkesian, Congress Has the Opportunity to 
Enact Meaningful Surveillance Reforms Now: Here’s How, in newamerica.org, 2020; S. Bradford 
Franklin, Rethinking Surveillance on the 20th Anniversary of  the Patriot Act, in justsecurity.org, 
2021.
101  See for instance: H. Ruschemeier, Nothing new in the west? The executive order on US 
surveillance activities and the GDPR, in European Law Blog, 2022.
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However, putting aside the latter case (where both adequacy decisions 
were invalidated by the CJEU and not repealed by the Commission), it has 
been demonstrated not only that the approach of  EU agreements diverges 
considerably from the one of  the EU internal legal framework, but also 
that the former risks undermining the latter. Indeed, since at international 
level trade agreements have strong enforcement mechanisms, this creates 
a siJnificant risk oI  a de Iacto sXSrePacy oI  trade law over KXPan riJKts 
law: fearing the consequences of  such mechanisms, several institutional 
players – especially the Commission – could be induced not to limit per-
sonal data Áows� at tKe e[Sense oI  data Srotection�

3.4. The “horizontal provisions”: a possible 
solution?

In truth, the described issue has not been completely neglected: in recent 
years, a solution has been explored. In 2018, following the exhortations 
of  the European Parliament102, the European Commission endorsed a 
new PecKanisP� tKe ´+orizontal Srovisions Ior cross-Eorder data Áows 
and for personal data protection”, to be inserted in subsequent EU trade 
agreements in place of  “old-fashioned” provisions103. On the one hand, 
tKey contain data Áows coPPitPents� wKicK cover all econoPic sectors 
(tKey are not liPited to sSecific fields sXcK as financial or telecoPPXni-
cation services). On the other hand, they also include provisions devoted 
to the fundamental rights to personal data protection and privacy: their 
formulation, which is very different from the past, is aimed at enabling the 
compliance with the EU legal framework on personal data, that would be 
excepted from EU trade commitments104.
Additionally, in 2019 the Commission proposed the adoption of  broadly 
similar provisions also in the framework of  the WTO, in the context of  
the negotiations to regulate electronic commerce worldwide105.
Thanks to such provisions, several criticisms would be overcome: the risk 
oI  neJative conseTXences Ior tKe Union Ior liPitinJ Sersonal data Áows 
to non-EU countries would be considerably reduced; consequently, also 

102  European Parliament, Resolution containing the European Parliament’s recommendations to 
the Commission on the negotiations for the Trade in Services Agreement (TiSA) (2015/2233(INI)), 
2016.
103  European Commission, Press release – European Commission endorses provisions for data 
flows and data protection in EU trade agreements, 2018.
104  On the Horizontal Provisions, see for instance: M. Burri, Cross-border data flows and 
privacy in global trade law: has trade trumped data protection?, in Oxford Review of  Economic Policy, 
39(1), 2023, 85 ss.; E. Fahey, Does the EU’s Digital Sovereignty Promote Localisation in Its 
Model Digital Trade Clauses?, in European Papers, 8(2), 2023, 503 ss.; L. Brännström, Global 
Inequality and the EU International Law Position on Cross-Border Data Flows, in Nordic Journal of  
International Law, 92, 2023, 119 ss.
105  WTO, Joint Statement on Electronic Commerce – EU Proposal for WTO Disciplines and 
Commitments Relating to Electronic Commerce – Communication from the European Union, 2019, 
INF/ECOM/22. On the point see: M. Burri, A WTO Agreement on Electronic Commerce: 
An Enquiry into its Substance and Viability, in Georgetown Journal of  International Law, 53, 2023, 
565 ss.
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the pressure on the Commission and on the other institutional players 
would decrease, and they would be more independent in their actions. In 
brief, such clauses can be regarded as the result of  the EU’s growing atten-
tion to privacy and personal data protection as fundamental rights, as well 
as of  its intention to make the EU agreements as consistent as possible 
with the high standards of  protection enshrined in the GDPR106.
Moreover, some examples of  their implementation are encouraging: not 
only is the EU attempting to include similar clauses in several agreements 
cXrrently Xnder neJotiation� EXt it Kas also incorSorated tKeP in tKe final 
text of  certain instruments such as the EU-New Zealand FTA, entered 
into force in 2024107, and the EU-Chile Interim Trade Agreement, entered 
into force in 2025. 
However, there are also reasons to doubt that horizontal clauses will 
actually be included in all future trade agreements with third countries. 
The case of  the EU-UK TCA is emblematic: its art. 202 departs from the 
horizontal provisions in the most important aspects. Due to its different 
wording, such article does not fully safeguard how the EU regulates the 
protection of  personal data and privacy, and it does not prevent the EU 
from having to justify its legal framework on the matter. There is still 
uncertainty as to the possibility for the EU to autonomously apply its do-
mestic rules on personal data protection without suffering consequences 
at international level: a circumstance that provoked criticisms from the 
EDPS108. These considerations can also be reiterated with regard to the 
(U--aSan deal on data Áows� wKicK entered into Iorce in ���� and aPen-
ded the abovementioned EU-Japan EPA: this deal, too, was heavily criti-
cised by the EDPS for reasons analogous to those raised in relation to the 
TCA109. As someone pointed out, such cases can be considered as «revea-
linJ oI  tKe liPited inÁXence oI  tKe (U Sositionª110.
Furthermore, something similar also happened with reference to WTO 
rules on e-commerce: the “stabilised text” achieved in 2024 includes “Per-
sonal Data Protection” provisions that, however, differ in the key elemen-
ts from the 2019 EU proposal111.
Therefore, given the breadth of  the exception contained in the horizontal 
clauses112, the counterparts of  the EU would hardly accept their exact 

106  On the point see, for instance: S. Yakovleva-K. Irion, Toward Compatibility of  the EU 
Trade Policy with the General Data Protection Regulation, in AJIL Unbound, 114, 2020, 10 ss.
107  On the EU-New Zealand FTA, see for instance: M. Burri-K. Kugler-A.D. Ker, Digital 
Trade in the EU–New Zealand Free Trade Agreement: An Appraisal, in Legal Issues of  Economic 
Integration, 51(1), 2024, 11 ss.
108  European Data Protection Supervisor, Opinion 3/2021 on the conclusion of  the EU and 
UK trade agreement and the EU and UK exchange of  classified information agreement, 2021.
109  European Data Protection Supervisor, Opinion 3/2024 on the signing and conclusion on 
behalf  of  the European Union, of  the Protocol amending the Agreement between the European Union 
and Japan for an Economic Partnership regarding free flow of  data, 2024.
110  L. Brännström, Global Inequality and the EU International Law Position on Cross-Border 
Data Flows, cit., 128.
111  WTO, Joint Statement Initiative on Electronic Commerce, 2024, INF/ECOM/87, art. 16 
(«Personal Data Protection») and art. 25 («Personal Data Protection Exception»).
112  F. Velli, The Issue of  Data Protection in EU Trade Commitments, cit., 893; S. Yakovleva-K. 
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wordinJ� and woXld likely ask Ior Podifications� ,n otKer words� tKere are 
no reasons to be excessively optimistic about the effectiveness of  such 
instruments: they could fail to prevent the EU approach on personal data 
from being undermined by trade commitments made by the Union. All 
the described criticisms remain unsolved.

4. Conclusions and suggestions

This article has shown that the current EU internal legal framework on 
Sersonal data Áows to tKird coXntries ² as desiJned Ey tKe (U leJislators 
in the GDPR, as interpreted by the CJEU in its rulings and as implemen-
ted by the Commission through the adoption of  some of  its acts – gives 
priority to the fundamental right to personal data protection. To rephrase 
it, the internal approach of  the EU consists of  creating around personal 
data a true “fortress”: to get in, and obtain personal data from it, it is ne-
cessary to comply with the extremely high protection standards set by the 
Union. 
The abovementioned approach has several aims: not only preventing data 
Áows IroP XnderPininJ tKe Srotection ensXred in (XroSe Ey tKe *'35� 
but also exporting EU standards abroad. Such exportation has multiple 
objectives: there is the will to promote fundamental rights globally, but 
there is also a strategic aim, i.e. trying to confer a competitive advantage to 
EU enterprises over non-EU competitors. 
The article has also shown that such an approach is contradicted by the 
one of  some EU international trade commitments, some concerning in 
general the liberalisation of  trade in services, some others devoted more 
sSecifically to data Áows� ,t is trXe tKat sXcK coPPitPents are coXnterEa-
lanced by clauses that contemplate exceptions aimed at protecting personal 
data and privacy. However, it is also true that the scope and effectiveness 
of  similar safeguards are questionable. Therefore, it can be stated that the 
trade agreements concluded by the EU clearly prioritise trade necessities. 
Such divergence between the two approaches leads to several considera-
tions. The various institutional players of  the Union, and even the various 
internal branches of  the same institution (namely, of  the Commission) so-
metimes have extremely different views and strategies. This, in truth, hap-
Sens not only in tKe field covered Ey tKis work� EXt also in otKer Patters 
of  competence of  the EU. The statement according to which the external 
action of  the Union is always inspired by the same approach of  the EU 
internal legal framework should probably be questioned. On the contrary, 
the values and the principles that the Union “injects” in its international 
agreements seem often different from the ones of  its legislation, precisely 
because of  the diverging views among the various institutional players.
*oinJ Eack to tKe field discXssed in tKe article� tKere are� on tKe one Kand� 
some EU institutional players that adopt a data-protection-centred appro-
ach. Among them, we must mention the Court of  Justice of  the EU, that 
always privileged privacy and personal data protection over competing in-

Irion, Pitching trade against privacy, cit., 219-220.
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terests, and turned out to be absolutely uncompromising; the European 
Parliament, that is often very attentive to the protection of  human rights; 
but also the EDPB and the EDPS (unsurprisingly, since they were establi-
sKed witK tKe sSecific aiP to Srotect Sersonal data)� /astly� in tKis cateJory 
we can include the Commission with reference to DG JUST, that inter 
alia was in charge of  the drafting of  the GDPR and is responsible for the 
adoption of  adequacy decisions: indeed, such DG is much more consu-
mer-oriented rather than market-oriented.
On the other hand, there is also a free-trade-centred approach, that cha-
racterises in particular another branch of  the Commission, i.e. DG TRA-
DE, responsible for the policies on trade with countries outside the EU. 
Such DG, due not only to its aims but also to the personal backgrounds 
and sensitivities of  its components, ends up not to be particularly attentive 
to the protection of  personal data; probably, it overestimates the scope of  
the safeguards inserted in trade agreements, while it underestimates the 
risks that the data at stake might encounter. 
The contribution, however, has not only highlighted such divergences. It 
has also shown that the two approaches cannot coexist peacefully: the 
approach of  EU trade agreements risks undermining the one of  the EU 
internal legal framework. At international level trade agreements have 
strong enforcement mechanisms that create a risk of  a de facto supremacy 
of  trade law. The fear of  the consequences deriving from such mechani-
sms could determine some heavy pressure on several institutional players, 
undermining their independence in protecting personal data.
This is abstractly true for national supervisory authorities and for the 
CJEU. However, above all, it is true for the Commission that was actually 
induced, more than once, to adopt – or not to repeal – adequacy decisions 
even in the absence of  a protection “essentially equivalent” to that of  
the EU. In other words, we could say that the approach of  DG TRADE 
inÁXenced '* -U67� tKe latter� Xnder tKe SressXre oI  tKe conseTXences 
that the Union could suffer due to the trade commitments made by DG 
TRADE, multiple times did not pursue in the best way possible the inte-
rest of  protecting personal data.
The abovementioned “fortress”, built by the EU through its internal legal 
framework, risks collapsing, and this would also end up affecting its aims: 
we refer to the exportation of  EU standards worldwide, and even to the 
protection of  EU enterprises from foreign competition.
At this point, please allow the writer to conclude this article with a sug-
gestion. We believe that, for the Union, it would be preferable to choose 
Pore firPly tKe aSSroacK to adoSt� reJardless oI  wKetKer it is one or tKe 
other. Once the decision is made, the chosen approach should be consi-
stently pursued by all institutional players, without exception.
Obviously, the choice of  the approach cannot be random, since it must 
take into account not only the values, but also the interests of  the EU. In-
ter alia� one Kas to wonder iI  it is trXe tKat transEorder Áows oI  Sersonal 
data are so convenient Ior (U firPs IroP tKe econoPic Soint oI  view� or 
iI� on tKe contrary� tKey SredoPinantly Eenefit tKe EiJ Slayers oI  tKe Jlo-
bal market of  digital services (mainly located outside Europe, especially in 
the United States): the latter, being also powered by personal data coming 
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from the Union, could create an unbridgeable gap between them and EU 
EXsinesses� )or tKese reasons� transEorder Áows oI  Sersonal data coXld Ee 
considered even harmful for the European digital economy that conse-
quently would need more protection.
Evaluations of  this kind, it must be said, are ongoing worldwide. Even the 
U6� tKat Kave always sXSSorted tKe Iree Áow oI  inIorPation and Eenefited 
IroP sXcK Áow� Kave introdXced liPitations to international transIers oI  
Sersonal data� witK sSecific reIerence to tKe ones towards &Kina� &onsi-
stently with the US approach, such measures are motivated not by privacy 
reasons, but by national security ones. However, this does not change the 
fact that similar limitations are also aimed at further promoting national 
digital industry, and at making sure that the value of  citizens’ data remains 
within the borders of  the country, without being exploited by competitors 
in third States113.
Therefore, also for the EU it is indispensable to question the convenience 
Ior its diJital econoPy oI  transEorder Áows oI  Sersonal data� $t tKe end 
oI  sXcK assessPent� iI  siPilar Áows were considered not only consistent 
with EU values, but also more convenient than hazardous for EU enter-
prises, the Union should probably rethink the GDPR and its mechanisms, 
and should adopt an approach in line with its trade agreements.
On the contrary, if  cross-border data transfers were deemed harmful not 
only for the fundamental rights of  European but also for the EU digital 
economy, the EU should try to follow the path traced by the CJEU and 
avoid PakinJ at international level IXrtKer coPPitPents to allow tKe Áow 
of  information (getting rid, where possible, of  the already existing ones).
What is certainly illogical for the EU, instead, is to keep intact its internal 
legal framework, while continuing at the same time to make inconsistent 
data Áows coPPitPents� :itKoXt a clear cKoice� indeed� trade coPPit-
ments would anyhow undermine the aims of  the EU legislation. 

113  On the point see, for instance: S. Yakovleva, Editorial: On Digital Sovereignty, New 
European Data Rules, and the Future of  Free Data Flows, in Legal Issues of  Economic Integration, 
49(4), 2022, 339 ss.; S. Yakovleva, EU’s trade policy on cross-border data flows in the global 
landscape: navigating the thin line between liberalizing digital trade, “digital sovereignty” and 
multilateralism – Institute for Information Law Research Paper No. 2022-12, Amsterdam, 2022; S. 
Yakovleva, Privacy Protection(ism): The Latest Wave of  Trade Constraints on Regulatory Autonomy 
– Institute for Information Law Research Paper No. 2022-09, Amsterdam, 2022; K. Irion-M.E. 
Kaminski-S. Yakovleva, Privacy Peg, Trade Hole: Why We (Still) Shouldn’t Put Data Privacy in 
Trade Law, in University of  Chicago Law Review Online, 2023.
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Abstract

The article focuses on how the European Union deals with personal data 
Áows to tKird coXntries� tKe reJXlation oI  wKicK attePSts to Ealance two 
conÁictinJ interests� on tKe one Kand� tKe need to Iacilitate cross-Eorder 
data transfers for commercial reasons; on the other, the need to protect 
personal data and privacy. Preliminarily, it will be shown that the current 
EU internal legal framework on the matter, as designed by EU legislators, 
interpreted by the Court of  Justice and implemented by the Commission, 
gives top priority to the protection of  individuals, at the expense of  eco-
nomic needs. Subsequently, the contribution will explain that certain in-
ternational coPPitPents Pade Ey tKe (U in tKe field oI  trade law ² soPe 
concerning in general the liberalisation of  trade in services, some others 
devoted Pore sSecifically to data Áows ² are not consistent witK tKe Ea-
lance designed by the EU internal legal framework. Finally, it will be also 
demonstrated that the approach of  EU trade commitments seriously risks 
undermining the one of  the EU internal legal framework. 

L’articolo si concentra su come l’Unione Europea affronta la tematica dei 
ÁXssi di dati Sersonali verso Saesi terzi� la cXi reJolaPentazione cerca di 
bilanciare due interessi contrastanti: da un lato, l’esigenza di facilitare i tra-
sferimenti oltrefrontiera di dati per motivi commerciali; dall’altro lato, la 
necessità di proteggere i dati personali e la privacy. Preliminarmente, verrà 
illustrato che l’attuale disciplina interna UE in materia, per come deline-
ata dai legislatori UE, interpretata dalla Corte di Giustizia e attuata dalla 
Commissione, dà priorità alla protezione degli individui, a discapito delle 
esigenze economiche. In seguito, il contributo illustrerà che certi impegni 
internazionali assunti dall’UE in ambito commerciale – alcuni concernenti 
in Jenerale la liEeralizzazione dei servizi� altri Si� sSecificaPente dedicati 
ai ÁXssi di dati ² non risXltano coerenti con il EilanciaPento oSerato dalla 
disciSlina interna U(� ,nfine� verrà altresu diPostrato cKe l·aSSroccio de-
gli impegni commerciali dell’Unione rischia seriamente di compromettere 
quello della disciplina interna UE. 
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EU trade agreements – Brussels effect


