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1. Introduction

On its face, Schrems II is a sequel. Decided on July 16, 2020, the Court of  Justice of  the 
EU (CJEU) found that the EU-US data protection agreement1 (“Privacy Shield”) that 
had served as one of  the bases for Facebook’s transfer of  personal data to the US was 
invalid. Because Privacy Shield could not guarantee an adequate level of  protection for 
EU personal data in the event of  access by US intelligence agencies, the CJEU found 
that it was in violation of  the right to data protection. This judgment was handed down 
five years after Schrems I2, where the CJEU had ruled that Privacy Shield’s predecessor 
agreement was invalid, in litigation involving the same parties, the same, Irish, Data 
Protection Authority (DPA), and the same US intelligence programs. 
But for all the similarities, it is critical to appreciate that the judgment in Schrems 
II speaks to a radically changed political world. Since 2015, when Schrems I was decid-
ed, a lot has happed. First, as has been extensively documented in the press and official 
reports, Russia, Cambridge Analytica, and other bad actors have exploited the privacy 
vulnerabilities of  US-based Facebook to interfere with elections and democratic soci-
eties. Second, in November 2016, Trump was elected US President and since then he 

1  2000/520/EC, Commission Decision of  26 July 2000 pursuant to Directive 95/46/EC of  the 
European Parliament and of  the Council on the adequacy of  the protection provided by the safe harbour 
privacy principles and related frequently asked questions issued by the US Department of  Commerce.
2 CJEU Case C-362/14, Maximillian Schrems v Data Protection Commissioner (2015).
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and his administration have undermined fundamental principles of  US liberal democ-
racy. Third, in June 2016, the UK voted to leave the EU, and on January 31, 2020, it 
did, taking with it its powerful security and intelligence apparatus (subject to a transi-
tional period that expires on December 31, 2020). Fourth, all the while, EU Member 
States have enacted expansive surveillance laws3, some in response to terrorist attacks 
like the Paris one in November 2015, others as part of  a larger pattern of  democratic 
backsliding4.
The rest of  this post unpacks the implications of  Schrems II for this new, unstable, 
and in many instances, illiberal political landscape. A number of  excellent posts on 
this blog5 have already examined the impact of  Schrems II on the corporate actors that 
transfer EU data globally. My focus here is on how Schrems II and the CJEU’s evolving 
jurisprudence on the right to privacy can be read as targeting the political develop-
ments of  recent years.

2. Interference with democracy through Facebook (and 
other global communications actors) 

First, interference with democracy through Facebook: One of  the important lessons 
of  the past five years has been that privacy breaches, wherever they occur, make de-
mocracies vulnerable, wherever they are. The first part of  Schrems II details how, under 
EU law, EU privacy officials should address this problem. There the CJEU discusses 
the EU’s interlocking system6 of  standard contractual clauses (SCCs) and third-coun-
try adequacy decisions for protecting the privacy of  EU personal data when it is trans-
ferred abroad by corporate actors. A SCC is what Facebook relied on for making 
data transfers to the US but the adequacy decision (based on Privacy Shield) was also 
necessary, to guarantee respect for privacy if  Facebook data ended up in the hands of  
the US government. 
What is striking is the CJEU’s emphasis on the duties and powers of  DPAs to enforce 
EU privacy standards when data is sent abroad. This has always been a secondary area 
of  DPA activity, in my view because of  the discrepancies between DPA resources 
and the corporate actors and the foreign jurisdictions that they are supposed to be 
monitoring. How exactly is the relatively small Irish DPA supposed to monitor the 
third-country transfers of  the disproportionate number of  digital multinationals that 
have established their EU internal market presence via Ireland? As a result, historically, 
most of  the action on third-country transfers has been at the EU level, in the form of  
European Commission third-country adequacy decisions, standard contractual clauses, 

3  M. Rotenberg – E. Kyriakides, Preserving Article 8 in Times of  Crisis, in F. Bignami (ed.), EU Law in 
Populist Times. Crises and Prospects, Cambridge, 342 ss.
4  K.L. Scheppele - R.D. Kelemen, Defending Democracy in EU Member States, in F. Bignami (ed.), EU Law 
in Populist Times, cit., 413 ss.
5  G. Chuches – M. Zalnieriute, A Groundhog Day in Brussels: Schrems II and International Data Transfers, in 
Verfassungsblog.de, 16 July 2020; O. Pollicino, Diabolical Persistence. Thoughts on the Schrems II Decision, ivi, 25 
July 2020; S. Tewari, Schrems II – A brief  history, an analysis and the way forward, ivi, 25 July 2020.
6  European Commission, Data Protection - International dimension of  data protection.

https://verfassungsblog.de/a-groundhog-day-in-bruessels/
https://verfassungsblog.de/diabolical-persistence/
https://verfassungsblog.de/schrems-ii-a-brief-history-an-analysis-and-the-way-forward/
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection_en
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and binding corporate rules. 
In Schrems II, however, the CJEU came down in favor of  more DPA enforcement in 
the context of  third-country transfers. In its detailed description of  the enforcement 
system, the DPAs are the essential backstop for contractually-based transfers to third 
countries: if  they find that the terms of  standard contractual clauses are not being 
complied with in third countries, they must either suspend or prohibit the transfer 
(paras. 145-148). Even in the case of  third-country transfers based on adequacy deci-
sions, DPAs play an essential role: as the Irish DPA did in Schrems II with respect to the 
Privacy Shield decision, DPAs are obliged to refer any doubts as to whether a country 
has “adequate” privacy to their national courts, which in turn are to refer the issue to 
the CJEU (paras. 119, 120). Ultimately, the upshot of  more DPA enforcement will be 
the need for more data localization by commercial actors—something that the CJEU 
has already indicated for law enforcement actors in its Tele2 judgment7.

3. The Trump administration

Second, the Trump administration: The first part of  the Schrems II judgment and its 
emphasis on enforcement applies not just to data transfers to the US but to all for-
eign jurisdictions. As many Schrems II commentators8 have correctly noted9, ensuring 
adequacy is far more difficult, and unlikely, in the case of  transfers to authoritarian 
regimes like China. But the second part of  Schrems II concerns specifically the (in)
adequacy of  US privacy guarantees for EU personal data in intelligence surveillance. 
In assessing (in)adequacy, the CJEU’s analysis was strictly limited to the US law on the 
books. However, it certainly didn’t help that the Trump administration has relentlessly 
politicized and circumvented the executive branch, including the intelligence and for-
eign policy establishment, which in the Privacy Shield bore significant responsibility 
for protecting EU privacy. 
As is well known, there is a legal vacuum in US constitutional law for the privacy of  
non-US persons10. (In statutory law11, a “US person” is defined as either a citizen or a 
permanent resident, and a “non-US person” as everyone else; the constitutional law 
case12 on point speaks of  foreign citizens and residents “with no voluntary attachment” 
to the US.) Since 9/11, this constitutional vacuum has been used first by the President 
(under Article II) and then by Congress (with the enactment of  Section 702 of  the 
FISA Amendments Act) to expand the surveillance powers of  the intelligence com-

7  CJEU Joined Cases C-203/15 and C-698/15, Tele2 Sverige AB (2016).
8  K. Propp - P. Swire, Geopolitical Implications of  the European Court’s Schrems II Decision, in lawfareblog.com, 
17 July 2020.
9  J. Daskal, What Comes Next: The Aftermath of  European Court’s Blow to Transatlantic Data Transfers, in 
justsecurity.org, 17 July 2020.
10  NSA PROGRAMS, Hearing Before the House Permanent Select Committee on Intelligence, Written 
Testimony of  Stephen I. Vladeck - October 29, 2013.
11  50 U.S. Code § 1801.
12  United States v. Verdugo-Urquidez, 494 U.S. 259 (1990)

https://www.lawfareblog.com/geopolitical-implications-european-courts-schrems-ii-decision
https://www.justsecurity.org/71485/what-comes-next-the-aftermath-of-european-courts-blow-to-transatlantic-data-transfers/
https://fas.org/irp/congress/2013_hr/102913vladeck.pdf
https://fas.org/irp/congress/2013_hr/102913vladeck.pdf
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munity and, to a lesser extent, law enforcement. In the long fall out from the Snowden 
revelations, US diplomacy has been geared at assuring the EU that the surveillance of  
non-US persons in the institutional practice of  the executive branch is far less expansive 
and much more privacy protective than it might seem from the letter of  the law. This was 
the gist of  President Obama’s PPD-28 and the Office of  the Director of  National In-
telligence, Department of  Justice, and State Department annexes to the Privacy Shield.
Even pre-Trump, the executive branch assurances given in PPD-28 and the Privacy 
Shield would likely not have convinced the CJEU. In Schrems II, the absence of  re-
course to an independent court was the major flaw with the US system that was singled 
out by the CJEU. Effective judicial redress has always been essential to the CJEU’s data 
protection jurisprudence and the fact of  the matter is that it doesn’t exist in intelli-
gence surveillance, especially for non-US persons. However, Trump’s election and the 
breakdown of  a variety of  institutional norms, sealed Privacy Shield’s fate. 
In the Privacy Shield, an ombudsman within the State Department was supposed 
to serve as the executive branch’s institutional alternative to courts. To quote from 
the State Department’s website13: 
«The Under Secretary [i.e. the Privacy Shield Ombusdman] reports directly to the Sec-
retary of  State and is independent from the Intelligence Community. To carry out the 
Ombudsperson duties, the Under Secretary works closely with other United States 
Government officials, including independent oversight bodies such as inspectors gen-
eral, as appropriate, to ensure that completed requests are processed and resolved in 
accordance with applicable laws and policies»
But without any apparent legal or even significant political fallout, Trump dismissed14 
first the Inspector General for the Intelligence Community in April 2020 and then 
the Inspector General for the State Department in May 2020. Under such conditions, 
where dismissal appears to be entirely at will, it is difficult to believe the claim of  in-
dependence. 
In short, the credibility of  the internal, executive branch safeguards detailed in the 
Privacy Shield has suffered during the Trump administration. The CJEU’s repeated 
insistence in Schrems II on independent courts as the essential guarantors of  privacy 
can be seen, at least in part, as a response to this experience. 

4. Brexit

Third, Brexit: Once the Brexit transitional period expires on December 31, 2020, the 
UK will be, legally speaking, a third country. In Schrems II, the CJEU made it clear that, 
as a third country, all aspects of  the UK’s privacy regime, including national security, 
will fall under the scope of  the General Data Protection Regulation (GDPR)15, and 

13  U.S. Department of  State, Privacy Shield Ombudsperson.
14  J. Tillipman, Trump’s latest ethical violation: Firing the State Department’s inspector general, in Usa Today 
Opinion, 22 May 2020.
15  Regulation (EU) 2016/679 of  the European Parliament and of  the Council of  27 April 2016 on the 
protection of  natural persons with regard to the processing of  personal data and on the free movement 

https://obamawhitehouse.archives.gov/the-press-office/2014/01/17/presidential-policy-directive-signals-intelligence-activities
https://www.state.gov/privacy-shield-ombudsperson/
https://eu.usatoday.com/story/opinion/2020/05/22/trump-latest-ethical-violation-firing-state-department-inspector-general-column/5223920002/
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will be subject to the requirement of  adequacy (paras. 87-88). Moreover, the CJEU 
said that the analysis of  third-country adequacy proceeds entirely based on the GDPR, 
read in light of  the EU Charter of  Fundamental Rights (para. 101)—not the Euro-
pean Convention of  Human Rights, which is believed by many to be less demanding 
on the privacy issue16. This is particularly significant for the UK since its security and 
intelligence agencies conduct extensive bulk interception, collection, and “equipment 
interference,” i.e. hacking17.
Beyond the UK’s own surveillance capacity, it is known to collaborate extensively with 
foreign governments, including the US, as part of  the Five Eyes Agreement18. For 
law enforcement purposes, now there is also the UK-US CLOUD Act Agreement19 
for police access to stored communications, as well as for real-time wiretaps of  wire 
and electronic communications; this agreement specifically contemplates US access 
to the communications of  third-country nationals20 handled by UK providers, e.g. EU 
persons. As the prospect of  a “hard” Brexit has become a reality, the UK government 
has pivoted even closer to the US, with implications for more US-UK data sharing and 
privacy rights—and for the adequacy of  UK law from the perspective of  EU personal 
data. 
A good preview of  what the Brexit future might look like is Elgizouli v. Secretary of  
State for the Home Department21. That case involved a UK MLAT transfer of  criminal 
evidence to the US, without the standard assurances from the US government of  (not) 
seeking the death penalty. The UK Supreme Court found that the UK government’s 
transfer was unlawful because the government had failed to comply with the UK Data 
Protection Act 2018, which poses strict limitations on third-country transfers for law 
enforcement purposes. In the future however, with the many anticipated changes that 
will be made to statutory law, the UK courts will not be able to exercise the same judi-
cial review powers. Schrems II serves as a useful affirmation and reminder that EU law, 
EU DPAs, and the CJEU will step in when EU personal data is at stake. 

5. Expansive surveillance laws in the EU Member States

Fourth and last, crisis-fueled, expansive surveillance legislation22 in many Member 

of  such data, and repealing Directive 95/46/EC.
16  K. Irion, Schrems II and Surveillance: Third Countries’ National Security Powers in the Purview of  EU Law, in 
European Law Blog, 24 July 2020.
17  [2019] EWHC 2057.
18  S. Kim - P. Perlin, Newly Disclosed NSA Documents Shed Further Light on Five Eyes Alliance, in lawfareblog.
com, 25 March 2019. 
19  J. Daskal, The UK-US CLOUD Act Agreement Is Finally Here, Containing New Safeguards, in justsecurity.
org, 8 October 2019.
20  A. Gidari, The Big Interception Flaw in the US-UK Cloud Act Agreement, in cyberlaw.stanford.edu, 18 October 
2019.
21  [2020] UKSC 10.
22  V. Mitsilegas, The Preventive Turn in European Security Policy, in F. Bignami (ed.), EU Law in Populist 
Times, cit., 301 ss.

https://www.judiciary.uk/wp-content/uploads/2019/07/Liberty-judgment-Final.pdf
https://www.judiciary.uk/wp-content/uploads/2019/07/Liberty-judgment-Final.pdf
https://www.judiciary.uk/wp-content/uploads/2019/07/Liberty-judgment-Final.pdf
https://www.justsecurity.org/66507/the-uk-us-cloud-act-agreement-is-finally-here-containing-new-safeguards/
http://cyberlaw.stanford.edu/blog/2019/10/big-interception-flaw-us-uk-cloud-act-agreement
https://europeanlawblog.eu/2020/07/24/schrems-ii-and-surveillance-third-countries-national-security-powers-in-the-purview-of-eu-law/
https://www.judiciary.uk/wp-content/uploads/2019/07/Liberty-judgment-Final.pdf
https://www.lawfareblog.com/newly-disclosed-nsa-documents-shed-further-light-five-eyes-alliance
https://www.justsecurity.org/66507/the-uk-us-cloud-act-agreement-is-finally-here-containing-new-safeguards/
http://cyberlaw.stanford.edu/blog/2019/10/big-interception-flaw-us-uk-cloud-act-agreement
file:///C:/Users/Chiara/Desktop/lavoro/medialaws/ottobre_20/Note/%5b2020%5d UKSC 10, https:/www.supremecourt.uk/cases/docs/uksc-2019-0057-judgment.pdf
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States: For various reasons, European statutory law has typically not relied on the 
categorical distinction between foreigners and citizens/permanent residents that is so 
important for US privacy law. In a set of  recently decided fundamental rights cas-
es23 (for the European Court of  Human Rights, see the German Constitutional Court’s 
discussion at para. 271), this is becoming a matter of  constitutional law too—foreign-
ers without any physical connection to the territory of  the surveilling nation nonethe-
less have rights if  they are subject to the surveillance of  that nation. What is striking, 
however, are the surveillance powers that are emerging in some places with respect to 
all persons, including resident nationals. A Swedish intelligence law that was litigated, 
and found to be lawful by the European Court of  Human Rights24, provides for in-
telligence interception, based on “tasking directives,” of  all “cable-based cross-border 
communications”—surveillance powers that do not seem far off  from the National 
Security Agency’s Section 702 programs25, but without the safeguards that exist there 
for US persons. In the CJEU, there is currently a pending UK case26 that involves in-
telligence orders for bulk communications data—something that is simply a more tai-
lored version of  the National Security Agency’s original Section 215 program27. There 
is also a pending French case28, where among the intelligence tools at issue is real-time 
algorithmic surveillance of  the metadata generated by domestic communications net-
works to identify security threats.
In the UK and French cases, the CJEU has been called upon to evaluate privacy in 
intelligence surveillance internally, in the activities of  Member State security and intelli-
gence services. Schrems II, which has been decided first, might possibly be a first step 
in developing a CJEU jurisprudence on privacy in mass surveillance programs. The 
UK and French cases raise the threshold issue of  whether EU fundamental rights law 
applies in the context of  the activities of  Member State security agencies. This is tied 
to the Treaty on European Union’s exclusion from EU competences of  national se-
curity. If  the CJEU does find that EU law applies, it will have to address the question 
of  what privacy standards govern in the context of  national security surveillance. On 
this, it is clear from Schrems II that independent courts should have oversight and re-
medial powers but otherwise the judgment is quite vague. The unstable geopolitics and 

23  Bundesverfassungsgericht, In their current form, the Federal Intelligence Service’s powers to conduct surveillance 
of  foreign telecommunications violate fundamental rights of  the Basic Law, Press Release No. 37/2020 of  19 May 
2020, 
Judgment of  19 May 2020, 1 BvR 2835/17
24  ECtHR, Centrum för rättvisa v. Sweden, app. no. 35252/08 (2019).
25  Privacy and Civil Liberties Oversight Board, Report on the Telephone Records Program Conducted under 
Section 215 of  the USA PATRIOT Act and on the Operations of  the Foreign Intelligence Surveillance Court, 23 
January 2014.
26  AG Opinion, Case C-623/17, Privacy International v Secretary of  State for Foreign and Commonwealth 
Affairs, Secretary of  State for the Home Department, Government Communications Headquarters, Security Service, 
Secret Intelligence Service (2020).
27  Privacy and Civil Liberties Oversight Board, Report on the Telephone Records Program Conducted under 
Section 215 of  the USA PATRIOT Act and on the Operations of  the Foreign Intelligence Surveillance Court, cit.
28  AG Opinion, Joined Cases C‑511/18 and C‑512/18, La Quadrature du Net (C‑511/18 and C‑512/18), 
French Data Network (C‑511/18 and C‑512/18), Fédération des fournisseurs d’accès à Internet associatifs (C‑511/18 
and C‑512/18), Igwan.net (C‑511/18) (2020).

https://www.bundesverfassungsgericht.de/SharedDocs/Pressemitteilungen/EN/2020/bvg20-037.html
https://www.bundesverfassungsgericht.de/SharedDocs/Pressemitteilungen/EN/2020/bvg20-037.html
https://documents.pclob.gov/prod/Documents/OversightReport/ec542143-1079-424a-84b3-acc354698560/215-Report_on_the_Telephone_Records_Program.pdf
https://documents.pclob.gov/prod/Documents/OversightReport/ec542143-1079-424a-84b3-acc354698560/215-Report_on_the_Telephone_Records_Program.pdf
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the illiberal developments of  the past couple of  years highlight the many competing 
considerations—combating election interference based on the unlawful manipulation 
of  personal data is one of  the important activities of  national security agencies, yet at 
the same time expansive surveillance laws threaten rights and, in the case of  democrat-
ic-backsliding, can be used to consolidate authoritarian rules.

Diabolical Persistence. Thoughts on 
the Schrems II Decision

Oreste Pollicino 

Summary
1. Introduction. - 2. The diabolical perseverance of  the European Commission (for 
slightly more than two decades). - 3. Judicial Manipulation of  the CJEU reloaded and 
the training as a European Constitutional Court. - 4. Final remarks. 

Keywords
Privacy Shield - Schrems II - data protection – data transfer - privacy

1. Introduction

As Genna Churches and Monika Zalnieriute wrote1 on 16 July, the day on which the 
Schrems II decision was published, reading the judgment gives more than a simple feel-
ing déjà vu; it rather looks like a full-blown Groundhog Day: One has the impression 
of  being trapped in a time loop that forces us to relive the day – 6 October 2015 – on 
which the Court of  Justice of  the European Union (CJEU) adopted Schrems I and in-
validated the European Commission’s Safe Harbour Decision2 (Safe Harbour) adopted 
on 26 July 2000.
Moving from cinema to the world of  the classics, there is a famous Latin maxim ac-
cording to which “errare humanum est perseverare autem diabolicum”, meaning “whilst is it 
human to err, it is diabolical to persist with the same mistake”.
More than a week after the Schrems II judgment was adopted, following the hundreds 

1  G. Chuches – M. Zalnieriute, A Groundhog Day in Brussels: Schrems II and International Data Transfers, in 
Verfassungsblog, 16 July 2020. 
2  Commission Decision 2000/520/EC of  26 July 2000 pursuant to Directive 95/46/EC of  the 
European Parliament and of  the Council on the adequacy of  the protection provided by the safe harbour 
privacy principles and related frequently asked questions issued by the US Department of  Commerce.

https://verfassungsblog.de/a-groundhog-day-in-bruessels/

